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IHoauTuka MHPOPMANMOHHOI 0€30ITACHOCTH

l/IH(l)OpMaHl/IOHHbIX CUCTEM NEPCOHAJTBHBIX TAaHHBIX

Onpenesenus
B HACTOAIIICM ZIOKYMeHTe I/ICHOJII)?,yIOTC?I cneﬂy}omne TCpMI/IHI)I n ux OHpCI[eJIeHI/IFI.

ABTOMATH3HMPOBAHHAS CHCTEMA — CHUCTEMA, COCTOALIAsl U3 MEpCOHANa U KOMIUIEKCa
CPEIICTB aBTOMATH3aIUH €0 JIeATEIHbHOCTH, PealTu3yionas H(HOPMAIMOHHYIO TEXHOJIOTHIO
BBITIOJTHCHHMS YCTAHOBIICHHBIX (DYHKITHIA.

AyTeHTI/I(l)I/IKaIII/IH OTHPABUTE/IA AdAHHBIX — IIOATBEPXKACHHUE TOI'0, YTO OTIIPABUTECIIb
MOJIYYCHHBIX JAHHBIX COOTBETCTBYCT 3asABJICHHOMY.

be3onacHOCTh MEPCOHANIBHBIX JAHHBIX — COCTOSIHUE 3alMIICHHOCTH IEPCOHAIBHBIX
JTAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTBIO I0JIb30BATENCH, TEXHUYECKUX CpPEACTB U
MH(POPMALIMOHHBIX TEXHOJIOTUH 00ecneunTh KOH(QUAECHUMAIbHOCTb, IEIOCTHOCTh U
JIOCTYITHOCTh MEPCOHAJBHBIX JAHHBIX NMPU UX 00pabOTKe B MH(POPMAIIMOHHBIX CHCTEMax
IIEPCOHAIIBHBIX JTAHHBIX.

BuomeTpuueckue mnepcoHabHbIE JaHHbIE — CBEICHHS, KOTOPBIE XapaKTEPU3YIOT
¢$u3nOIOTHUECKUE OCOOCHHOCTH YeJI0BEKa M Ha OCHOBE KOTOPBIX MOYKHO yCTAaHOBHUTH €TO
JMYHOCTh W KOTOpBIE HCIONB3YIOTCS AJMUHHUCTpAMEH Ui YCTAaHOBJICHUS IJUYHOCTH
cyOBeKTa MepcoHaIbHBIX JAHHBIX, MOTYT 00pa0aThIBaThCS TOJBKO MPU HAJTMYUU COTIIACUS
B MMCbMEHHOM (hopMe cyObeKTa MepCOHANBHBIX JaHHBIX (BKII0Yast hoTorpaduu, OTIneyaTku
najgblieB, o0pa3 ceTyaTKH TIJa3a, OCOOCHHOCTH CTPOCHHUSI Tela U JPYTYH TOJ00HYIO
UHpOPMAILIHIO).

BJiiokupoBaHMe TNeEePCOHANBHBIX AAHHBIX — BPEMEHHOE IMpeKpalleHre o0padoTKU
NEPCOHAIBbHBIX JaHHBIX (32 MCKIIOYEHHEM ClydaeB, eciii oOpaboTka HeoOXoauma IJis
YTOYHCHUS TCPCOHAIIBHBIX JIaHHBIX).

Bupyc (koMnbOTepHbIH, NPOrPpAMMHBIN) — UCIOIHAEMBIN IPOrPaMMHBIA KOJA WIH
WHTEPIPETUPYEMBII Habop WHCTPYKLHH, oOnanarouit CBOMCTBaMH
HECAaHKI[MOHMPOBAHHOI'O  pAaCIpOCTpaHEHHss W camoBocnpousBeneHus. Co3naHHbIE
IyOJIMKaThl KOMITBIOTEPHOTO BHpYCa HE BCET/la COBIAAAIOT C OPUTHHAIOM, HO COXPAHSIOT
CIOCOOHOCTH K JlalbHEHIIIEMY PACIIPOCTPAHEHUIO U CAMOBOCIPOU3BEACHUIO.

BpenonocHass mporpamMmma — mnporpamMma, NpeAHa3HAaY€HHasl I OCYIIECTBJICHUS
HECAaHKI[MOHUPOBAHHOTO JIOCTyNa W (WJIM) BO3JEHCTBUS Ha TMEPCOHATbHBIE TAHHBIE WIIH
pecypchl THGOPMAITMOHHON CHCTEMBI IEPCOHATBHBIX TaHHBIX.

BcnomorareabHble TeEXHHUECKHE cpeacrea U CUCTEMbI — TCXHHUYCCKUE CPEACTBA U
CUCTCMbI, HC NPCAHA3HAYCHHBIC JIA NCpcaavu, 06pa60TKI/I U XpaHCHUA TCPCOHAIBHBIX



JAaHHBIX, YCTaHABJIMBACMBIC COBMECTHO C TCEXHUYCCKHMHU CpEACTBaAaMU H CHCTEMaMu,
npeaHa3HauYCHHbIMU  JTJIA 06p2160TKI/I NEPCOHAJIbHBIX NAHHBLIX WK B IIOMCHICHUAX, B
KOTOPBIX YCTAHOBJICHLL I/IH(i)OpMaI_[I/IOHHBIC CHUCTCMBbI IICPCOHATIBHBIX JAHHDbIX.

JocTtym B oOmnepamMOHHYI0 cpely KoOMIblTepa (MHPOPMALMOHHOW CHCTEMbI
NMEePCOHATBbHBIX JAHHBIX) — MMOJYyYE€HUE BO3MOXKHOCTH 3aITyCKa HA BBHIMOJHEHUE IITATHBIX
KOMaH[, (YHKUUH, MpOLELyp OINEpaloOHHOM CUCTeMbl (YHUUTOXKEHHS, KOMUPOBAHUSA,
nepeMenIeHUs U T.11.), UCTIOJTHSAEMBIX (aillioB MPUKIIAIHBIX IPOTPAMM.

Jloctyn K uHGOPMAMU — BO3MOXKHOCTh TOIy4YeHUsI HH)OPMAIMH U €€ UCTIOIb30BaHUsI.

3akyia/iouHoe YCTPOHMCTBO — DJJEMEHT CpEICTBAa CheMa HWH(POPMAILUHU, CKPBITHO
BHEJ/IPSICMBIH (3aKJ1aIbIBaEMBbII MJI BHOCUMBIN) B MECTa BO3MOXHOTO CheMa HH(popMaIuu
(B TOM d4mCIE B OTpakICHHE, KOHCTPYKIUIO, OOOpYyJIOBaHHE, MPEAMETHl HHTEPhEpa,
TPAHCIIOPTHBIE CPEJCTBA, a TaKXKE B TEXHUYECKHE CPEACTBA M CHCTEMBI 00paOOTKH
uHpopmanun).

Zamumaemasi uHGopManusa — nHGOpPMAIKS, ABISIOMIAICS MPEIMETOM COOCTBEHHOCTH
U TIOJUIeXkKAIIas 3alUTe B COOTBETCTBUU C TPEOOBAHUSMHU TPABOBBIX JOKYMEHTOB HITU
TpeOOBaHUSMU, YCTAaHABINBAEMBIMU COOCTBEHHHUKOM HH(OpPMAIIUH.

HNnenTudukanus — npucBoeHne cyObekTaM U 00bEKTaM J0CTyna UIACHTH(HKATOpa U
(M) CcpaBHEHHE TPEABSABISEMOTO HWACHTH(PHUKATOpPA C TMEpPEeYHeM IPHCBOCHHBIX
UACHTU(PHUKATOPOB.

NudopmaTuBHbIii  CUTHAJ  —  DJIEKTPUYECKHE  CUTHANBI,  aKyCTHYECKHE,
AJIEKTPOMATrHUTHBIE U Jpyrue (GU3MYEeCKue MOJis, MO MapaMeTpaM KOTOPBIX MOXKET OBITh
packpbiTa KoHGUACHIIMaIbHas uHbopMalus (epcoHaNbHbIe TaHHbIe) oOpabaTkiBacMas B
WH(GOPMAILIMOHHON CHCTeME NMEPCOHAIBHBIX JaHHbBIX.

Nudopmaunonnasa cucrema nepcoHadbHbIX AaHHbIX (MCIIJIH) —coBOKyNHOCTb
coJiepkaluxcs B 0a3zax JaHHBIX IEPCOHANIbHBIX IaHHBIX U 00ECTIEYMBAIOLIUX UX 00pabOTKY
UH(POPMALIMOHHBIX TEXHOJIOTUH ¥ TEXHUYECKUX CPEJICTB.

NudopmannoHHble TEXHOJOTMM — TPOIECCHl, METOABI IMOMCKa, cOOpa, XpaHEHUS,
00paboTKH, MPEeIOCTaBIECHUS, paCIPOCTPAHEHUSI MH(OPMALIUK U CTIOCOOBI OCYIIECTBICHUS
TaKHUX IPOLIECCOB U METOJIOB.

Hcnonb3oBaHue nepcoHANbHBIX JAHHBIX — JIEUCTBUA (ONEpALUN) ¢ ePCOHATBHBIMU
JAaHHBIMHU, COBEPIIIAEMBIE ONIEPATOPOM B LIEJNIAX MPUHATHUS PELICHUHN U COBEPILIEHUS UHBIX
NeHCTBUH, TOPOXKAAIOUIMX IOPUAWYECKHE TOCIEACTBUS B OTHOIIEHHM CyObeKTa
NEPCOHANBHBIX JAaHHBIX WM JPYTHX JHMIl JUOO0 MHBIM 00pa3oM 3aTpardBaroIluX MpaBa U
cBO0OBI CyObEeKTa MEPCOHANBHBIX JAHHBIX WM JPYTUX JIULL.

Hcrounnk yrpo3bl 6e3onmacHocTH HH(pOPMAIUH — CYyOBEKT JOCTyINa, MaTepHalbHBINA
00BbeKT WM (u3nyeckoe sBICHHUE, SBISAIOIIMECS MNPUYMHON BO3HUKHOBEHUS YIPO3bI
0e30macHOCTH UH(pOPMALIUH.

KonTpompyemasi 30Ha — TNpPOCTPaHCTBO (TEPpUTOpHs, 3AaHUE, YaCTh 3/aHuS,
MOMEIIEHHUE), B KOTOPOM HCKJIIOYEHO HEKOHTPOJIUpPYyeMoe MpeObIBaHUEe TOCTOPOHHUX JIUII,
a TaK)Ke TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MaTEPUANIBHBIX CPEIICTB.



KonguieHunaabHOCTh NMEPCOHAIBHBIX JAHHBIX — 00s3aTeIbHOE I COOMIOCHUS
OTIepATOPOM HIIA HHBIM IOJTyYHUBIIUM JTOCTYI K IEPCOHAILHBIM JAaHHBIM JTUIIOM TpEeOOBaHUE
HE JIOMYCKaTh MX paclpocTpaHeHue 0e3 coriacus CyObheKTa MEePCOHANBHBIX JaHHBIX WU
HAJIMYHS MHOI'O 3aKOHHOI'O OCHOBAHMSL.

MexkceTeBol 3KpaH — JIOKAIbHOE (OJHOKOMIIOHEHTHOE) WIH (YyHKIIMOHAIBHO-
pacmpeneneHHOe TporpamMmMHOe  (MpPOrpaMMHO-AIapaTHOE) CPEACTBO  (KOMILIEKC),
peanu3ymliee KOHTPOJIb 3a WHPOpPMaIUel, mocTynariiei B nHOOPMAIIMOHHYIO CUCTEMY
NIEPCOHAIBHBIX JaHHBIX U (MJTH) BBIXOAIICH U3 HH(POPMAITMOHHOW CHCTEMBI.

Hapymmreb 6€30MacHOCTH NEPCOHAIBHBIX JAHHBIX — QU3UYECKOE JIUIIO, CITyJaitHO
WM [IPETHAMEPEHHO COBEPILAOLIEE AEUCTBUSA, CIIECTBUEM KOTOPBIX SIBJISETCS HAPYILIEHUE
0€30I1aCHOCTH MEPCOHAIBHBIX AAHHBIX MPH UX 00pabOTKE TEXHUYECKUMHU CPEICTBAMH B
MH(OPMALIMOHHBIX CUCTEMaX MEPCOHANbHbBIX JaHHBIX.

HeaBToMaTu3npoBanHasi 00pafoTka NePCOHATBHBIX [JaHHBIX — 00paboTka
MEPCOHAIBHBIX JAHHBIX, COJCPIKAIIMXCSA B HMH(DOPMAIIMOHHOM CHUCTEME IEPCOHAIBHBIX
JAHHBIX JUOO W3BJICUCHHBIX W3 TaKOW CHCTEMBI, CYHMTACTCS OCYIIECTBICHHONW 0e3
MCIIOJIb30BaHUs CPEICTB aBTOMATH3allMU (HEaBTOMATU3UPOBAHHOMN), €CIIM TaKue JEUCTBUA
C TMEpPCOHAIBHBIMU JIAHHBIMH, KaK WCIIOJIb30BaHHE, YTOYHCHHE, pPaclpOCTPaHCHHUE,
YHHYTOXXCHUE MEPCOHATBHBIX IAHHBIX B OTHOILICHUH KaXKJIOT0 U3 CYObEKTOB MEPCOHATBHBIX
JAHHBIX, OCYIIECTBIISFOTCS PU HETIOCPEICTBEHHOM YYaCTHH YeJIOBEKa.

HenexnapupoBanHble BO3MOMKHOCTH — (DYHKIIMOHAIBHBIE BO3MOXKHOCTU CpEACTB
BBIYHMCIIUTENIbHOM TEXHUKU, HE ONHMCAHHBIE WM HE COOTBETCTBYIOIIME OINHUCAHHBIM B
JIOKyMEHTaIlUH, npu WCIIOTh30BaHUN KOTOPBIX BO3MOKHO HapyIIeHue
KOH(PHICHIIMAIIBHOCTH, JOCTYITHOCTH WJIU IIEJIOCTHOCTH 00pabaThiBaeMoi HHGOpMAITHH.

HecaHKuMOHNpPOBaHHBIN J0CTYN (HECAHKIMOHUPOBAHHBIC JCHCTBHUSI) — JOCTYN K
uH(poOpMalu WU JeHCTBUS ¢ HMH(OpMalMel, Hapyllaloulie NpaBuiia pa3rpaHUYCHUs
JIOCTyIa C HCIIOJIb30BAHUEM ILITAaTHBIX CPEJICTB, MPEAOCTaBISIEMbIX HMH(OPMAMOHHBIMU
CHUCTEMAMH MEPCOHANIBHBIX JaHHBIX.

Hocurens nndgopmannu — Gpusndeckoe M0 WU MaTePUAIbHBIN 00BEKT, B TOM YHCIIE
dusnvecKoe 1mojie, B KOTOPOM HMH(GOpMAIUs HaXOJUT CBOE€ OTPaKEHUE B BUJEC CHMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUUYECKUX PEIICHUN U MPOLIECCOB, KOJTMUYECTBEHHBIX XapaKTEPUCTHK
(bU3UYECKUX BETUYHH.

O0e3mMyuBaHue NEPCOHAJBHBIX JAAHHBIX — JEHCTBHS, B pE3yJbTaTe KOTOPBIX
CTaHOBHUTCS HEBO3MOKHO 0€3 HCII0JIb30BAHUS JOMOJHUTENBHON HH(OPMALIUK ONPENEIUTh
NPUHAIIEKHOCTh IEPCOHAIBHBIX TaHHBIX KOHKPETHOMY CyOBEKTY MepCOHANBHBIX IaHHBIX.

O0paGoTka mNepcoHANbHBLIX JaHHbIX — J00oe JeiicTBue (omepamus) WK
COBOKYITHOCTh JIEWCTBHM (Omepainmii), COBEpPIIAEMbIX C WCIOJb30BAaHUEM CPEJICTB
aBTOMAaTH3allMM WM 0€3 HCHOJb30BAHUS TAKMX CPEJACTB C IMEPCOHAIBHBIMHU JIAHHBIMH,
BKJItoyass cOOp, 3amuch, CHUCTEeMaTHU3allMlo, HaKOIUIEHHE, XpaHEHHWe, YTOYHEHHUE
(oOHOBNIEHHE, M3MEHEHHE), W3BJICYEHHE, HCIOIb30BaHME, Iepenady (pacnpocTpaHEHHeE,
npefocTaBleHne, JO0CTyM), 00e3IMuMBaHHe, OJOKMpPOBAHUE, YAAJICHHUE, YHHUUTOKEHHE
NEPCOHAIbHBIX JaHHBIX.

OO0wmenocTynHble NepPCOHAJIbHbIE JaHHble — TEPCOHANBHBIE JaHHbIE, JOCTYI
HEOTPAHMYEHHOTO Kpyra JHIl K KOTOPBIM TPEJAOCTaBICH C COTjacusi CyObeKTa



NEPCOHATBHBIX JAHHBIX WM Ha KOTOPHIE B COOTBETCTBUH C (peiepaibHbIMU 3aKOHAMHU HE
pacmpocTpaHsieTcsi TpedoBaHNUe COOMIOACHHS KOH(DUIEHITNAIEHOCTH.

Oneparop (mepcoHANBHBIX JAHHBIX) — FOCYJAPCTBEHHBIM OpraH, MyHMIMIIAJIbHBINA
OpraH, IOpUANYECKOe WIH (PU3UYECKOE JIUL0, CAMOCTOSTEIBHO UM COBMECTHO C IPYTMMHU
oprasHusyoiee 1 (Win) OCyIIeCTBIsomEee 00paboTKy NEpCOHANbHBIX AAHHBIX, a TAKXKe
oTpeeNonue e 00paboTKH MepCOHAIBHBIX JAHHBIX, COCTaB EPCOHAIBHBIX JaHHBIX,
nojuiexanmx o0palboTke, AelcTBUs (OmepanuM), COBEpLIAEMbIE C IMEPCOHAIBHBIMU
JAHHBIMHU.

Texnuyeckue cpeacrBa MHGPOPMANMOHHONH CHUCTEeMbl MEPCOHATBHBIX JAHHBIX —
CPEICTBA BBIUYMCIUTEIBHOW TEXHHUKH, WH()OPMAIMOHHO-BBIYUCIUTEILHBIC KOMIUICKCHI U
CEeTH, CPEIICTBA U CUCTEMBI Iepeaauu, npuema u oopadotku I1/IH (cpeacTBa M CUCTEMBI
3BYKO3AIKCH, 3ByKOYCHJICHHS, 3ByKOBOCIIPOU3BE/ICHHUS, [TIEPETOBOPHBIC H TEICBU3HOHHBIC
YCTPOMCTBA, CPEIICTBA U3TOTOBJICHHS, THPAKUPOBAHUS JOKYMEHTOB U IPYTHE TEXHUYCCKHE
cpencTBa 00paboTKU pedeBoii, rpaduueckoi, Buaeo- u 0yKBeHHO-IIU(PPOBO HHPOPMAIIHH),
POTPaMMHBIE CpPE/ICTBA (OMEPAMOHHBIC CHCTEMbI, CUCTEMBbI YIIPABICHUS 0a3aMH JTaHHBIX
U T.I1.), CPEJICTBA 3aIUTHI HH(OPMALIUHU, TIPUMEHSIEMbIC B MH()OPMAIIMOHHBIX CHCTEMAaX.

IlepexBar (uHdopMamuH) — HENPaBOMEPHOE IMOJNy4YeHHWE HHQPOPMALMH C
UCIIOJIb30BAHUEM TEXHHYECKOTO CPENICTBA, OCYIICCTBISIOIIETO OOHApYXKEHUE, TPUEM H
00paboTKy HH()OPMATHBHBIX CUTHAJIOB.

IlepconasibHbIe JaHHBIe — J100ass MHPOPMALUSA, OTHOCSILIASCS K MPSAMO MM KOCBEHHO
OTIpe/IelIEeHHOMY WJIN onpenesieMoMy pusnueckoMy JuILy (CyOBbEKTY MepCOHATbHBIX TAHHBIX).

ITo0ouHbIe J1eKTPOMATHUTHbIEC H3JYYEHMS M HABOAKHM — D3JIEKTPOMArHUTHBIE
U3ITyYeHUs] TEXHUUYECKUX CPEJCTB 00pabOTKU 3amuiiaeMol MH(OpMaluy, BOZHUKAIOIINE
Kak 0OOYHOE SIBJIGHUE U BBI3BAHHBIE DJICKTPUUYECKUMHU CUTHAJIaMH, JAEHCTBYIOIMMH B UX
AIIEKTPUYECKUX U MAarHUTHBIX LIEMAX, a TAKXKE 3JIEKTPOMArHUTHBIE HABOJKH 3TUX CUTHAJIOB
Ha TOKOIPOBOSIINE JIUHUN, KOHCTPYKIUHU U L€ TUTaHUSL.

[MoauTnKa «YUCTOTO CTOJA» — KOMIUIEKC OPTaHU3AIMOHHBIX MEPOIPHITHH,
KOHTPOJIMPYIOIUX OTCYTCTBHE 3aMIMChIBAaHUS HAa OyMa)KHbIE HOCUTEIHN KIItoUel 1 aTpuOyToB
JocTyna (rmaposeit) 1 XxpaHeHUs UX BOJIM3U 0OBEKTOB JIOCTYTIA.

IMoab3oBaTesbr MHPOPMALMOHHON CcHCTEeMbl NEPCOHAJNBbHBIX [JAaHHBIX — JIUIIO,
yudacTByloliee B (QyHKIIMOHUPOBAHUN MUH(OPMAIIMOHHON CUCTEMbI IEPCOHAIBHBIX JTAHHBIX
WY UCTIONB3YIOIIee Pe3yIbTaThl €e (PyHKIIMOHUPOBAHMUS.

IIpaBusa pa3rpaHMyeHusi 10CTYIIa — COBOKYITHOCTb ITPaBUJI, PEIVIAMEHTHPYIOIINX IIPaBa
J0cTyna cyObeKTOB JOCTyMa K 00beKTaM JOCTyTa.

IlporpaMmmuas 3akJjagka — KOJ IPOrpaMMbl, IIPEIHAMEPEHHO BHECECHHBIH B
IporpaMMy ¢ IeJbl0 OCYUIECTBUTHh YTE€UKY, W3MEHHUTb, OJIOKUPOBATh, YHUUTOXHTbH
MHGOPMALIMI0O WIM YHUYTOXKHUTH U MOAMPHUIMPOBATH MpOrpaMMHOE oOecredyeHue
UH(POPMALIMOHHON CHCTEMBbI MEePCOHANBHBIX JaHHBIX M (MJIM) OJIOKMPOBATh armaparHbe
CpeacTBa.

IIporpammuoe (mporpaMMHO-MaTeMaTHYeCKOe) BO3/1eiicTBUE -
HECaHKIIMOHUPOBAHHOE BO3/ICHCTBHE HA PECYPChl aBTOMATU3UPOBAHHON MH(DOPMAITMOHHON
CUCTEMBI, OCYILECTBIIIEMOE C UCIIOIb30BAHUEM BPEIOHOCHBIX IIPOrPAMM.



PackpbiTHe TNEepPCOHATBHBIX JAAHHBIX — YMBIIUICHHOE WM CIy4yailHOe HapylleHue
KOH(UICHIIMATLHOCTY IEPCOHANIBHBIX JaHHBIX.

PaCHPOCTpaHeHI/Ie NMEPCOHAIBbHBIX JAaHHBIX — ﬂCﬁCTBHH, HaITpaBJICHHLIC HAa PACKPBLITHUEC
NEPCOHATIBHBIX JAHHBIX HCONIPEACICHHOMY KPYT'Y JIUI]

Pecypc wuHpopMaunmMoHHOH cHCTeMbl — UWMEHOBAHHBIA 3JEMEHT CHCTEMHOTIO,
NPUKIAJHOTO WM amNlapaTHoro oobecneueHust (QyHKIMOHUPOBAHHUS WH(POPMALMOHHOM
CHUCTEMBI.

CnenuajibHble KAaTerOPpHMM MNEPCOHAJBHBIX [aHHBIX — TIEPCOHAIbHBIC JIAHHbBIC,
KAacarolIMecsi pPacoBOM, HAIMOHAIBLHON NPUHAAJIEHKHOCTH, TOJUTUYECKUX B3TJISAIOB,
PEJIMTHO3HBIX Wi (pumocodckux yOeKIeHHUI, COCTOSHUS 340POBbsl U MHTUMHOM >KU3HU
cyOBbeKTa MepCOHANBHBIX JaHHBIX.

Cpe)]CTBa BBIYHCJIUTEIbHONH TEXHUKH — COBOKYITHOCTBH IIPOTPpaMMHBIX U TCXHUYCCKHUX
JJICMCHTOB CHUCTCM 06pa6OTKI/I JaHHBIX, CIIOCOOHBIX Q)YHKHI/IOHI/IpOBaTB CaMOCTOATCIIBHO
HJIM B COCTABC APYI'UX CUCTEM.

Cyobekr pgocryna (cy0beKT) — JIMIO WIA TPOLECC, JEHCTBUS  KOTOPOTO
pErIaMEHTUPYIOTCS MPpaBUIaMU pa3rpaHUYECHUS JOCTyIIA.

TexHu4yeckHii KaHAJ yTe4KH HHGOPMAIIMU — COBOKYITHOCTh HOCUTEIISI HH(MOpMAIIHH
(cpenctBa 00pabOTKH), GU3HUYECKOMN CPEIbl pacIpOCTPAHCHUS HH()OPMATUBHOTO CUTHAJIA U
CpCacCTB, KOTOPBIMU I[O6I)IB3,€TC$I 3almuniacMast I/IH(i)OpMaIII/ISI.

Tpancrpanu4Hasi nepena4da NepPpCOHAJBHBIX JAHHBIX — Ieperaya MEePCOHATBHBIX
JIaHHBIX oreparopoM yepe3 ['ocynapcTBeHHyto rpanuily Poccuiickon denepanuu oprany
BJIACTU HMHOCTPAHHOTO TOCYJapcTBa, (U3UYECKOMY WIH  IOPUIUYECKOMY  JIUILY
MHOCTPAHHOTO rOCY1apCTBa.

Yrpo3pl 0e30macCHOCTH MEPCOHAJNBHBIX JAAHHBIX — COBOKYIHOCTb YCJIOBUH U
(GakTOpoB, CO3JAIOUIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIE CIy4ailHOro,
JI0CTyNa K NEPCOHAIBHBIM JaHHBIM, PE3YJIbTATOM KOTOPOTO MOKET CTaTh YHUYTOXKECHHE,
U3MEHEeHHe, OJIOKMpPOBAaHUE, KOMHMPOBAHUE, PACIPOCTPAHEHHE MEPCOHAIBHBIX JAHHBIX, a
TaK)K€ MHBIX HECAHKI[MOHWPOBAHHBIX NEHCTBUI Nnpu uX o0paboTke B MH(GOPMaLMOHHON
CUCTEME I1€PCOHATbHBIX IaHHBIX.

YHuYTOKEHHE NMEPCOHAJTBHBIX JTAHHBIX — HeﬁCTBHH, B PE3YJbTATC KOTOPBIX
HCBO3MOXHO BOCCTAHOBUTH COACPIKAHUC TICPCOHAJIBHBIX JdHHBIX B HH(I)OpMaHHOHHOﬁ
CHUCTEMCE IIEPCOHANIBHBIX JaHHBIX UJIN B PE3YJIbTATEC KOTOPBIX YHHUYTOKAKOTCA MAaTCPHUAJIbHBIC
HOCHUTCIIHU NICPCOHAIBHBIX JaHHBIX.

Y1euka (Gammmaemoi) wuHGOpPMAIMHM 10 TEXHHMYECKHM  KaHajJaM  —
HEKOHTPOJIMPYEMOE  pPacCHpOCTpaHeHHEe HHGOpMAlMM OT HOCUTENs  3aIlMIIaeMOU
uHpopManuu uyepe3 PU3UUECKYI0 Cpedy A0 TEXHHYECKOIO CPEICTBA, OCYIIECTBISIOLIErO
nepexBar HHPOpPMaLUH.

VYa3BumocTh — c1aboCTh B CPEACTBAaX 3alIUThl, KOTOPYIO MOKHO HCIOJIb30BaTh IS
HapYLICHUs CUCTEMBI WM COoZiep Kallleicsl B Heill HHpOopMaIliH.



LlesiocTHOCTH HHPOPMALUH — CIIOCOOHOCTb CPEACTBA BHIYUCIUTENBHON TEXHUKU WIIH
AaBTOMATH3UPOBAHHOM CHCTEMBI O0ECreuyrBaTh HEM3MEHHOCTh MH(POpPMALUU B YCIOBHSIX
CJIy4aifHOTO W/HJTH MPeIHAMEPEHHOT0 HCKaXKEHUS (pa3pyIIeHus).

OBO3HAYEHUA U COKPAILIEHU A

ABC — @HTUBUPYCHBIE CPEACTBA

APM — aBTOMaTHU3MPOBAHHOE paboyee MECTO

BTCC — BCIIOMOT'aTeJIbHbIE TEXHUYECKUE CPEJICTBA U CUCTEMBI

NCIIdn — MHGOPMAITMOHHAS CUCTEMA MTePCOHATBHBIX JIAHHBIX

K3 — KOHTpOJIMpyeMasi 30Ha

JIBC — JIOKaJIbHas! BBIYUCIUTEIbHAS CETh

MO — MEKCETEBOH 3KpaH

HCJ — HECAaHKI[MOHMPOBAHHBIN JOCTYII

oC — ONEpALMOHHAs cUCTEMa

118 — IIEPCOHAJIBHBIC TaHHBIC

IIMB — MPOrpaMMHO-MaTeMaTUYECKOE BO3/ICUCTBUE

10 — IIporpaMMHoOe o0ecrieueHre

[IOMUH — MOOOYHBIE AIEKTPOMArHUTHBIE H3ITyUEHHS U HABOIKH

CA3 — cHUCTEMa aHajM3a 3alllUuIcHHOCTH

C31 — Cpe/ICTBA 3aIUTHl HHPOPMALIUU

C3I1du — cucreMa (OJCUCTeMa) 3alIUThl IEPCOHABHBIX JAHHBIX

COB — cuctemMa 0OHapy>KeHUs! BTOP>KEHHH

TKYAU — TEXHUYECKUE KaHAJIbl YTEUKH UHPOpMaLUH

YBII/Ix — Yrpo3bl 6€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX
BBEJIEHUE

Hacrosimas [lonmutnka wHpopmannoHHOH  Oe3omacHoctH  (nanee  IlomuTHka)
MyHUIIMIaIBHOTO OFO/KETHOTO JIOIIKOJIBHOTO 00pa30BaTeIbHOIO YUPEXKACHUS JEeTCKUN
can Ne3 «Pomamka» (nanee — YupexaeHue) sBisieTcsi opuIUaibHbIM JOKYMEHTOM.

[TonmuTuka pazpaboTaHa B cOOTBETCTBUHU ¢ TpeboBaHusMu denepanbHoro 3akoHa ot 27
utons 2006 r. Ne 152-@3 «O nepcoHalbHBIX JaHHBIX» U NOCTaHOBIEHUs [IpaBurenscTBa
Poccuiickoit denepaunu ot 1H0a6pst 2012 1. Ne 1119 «O06 yTBepkeHun TpeOoBaHUH K
3alUTe MEPCOHAIBHBIX MaHHBIX NpU HX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax
NIEPCOHAIBHBIX JaHHBIX», HA OCHOBAHUH:

- «Pexomennanuit mo obecrieueHHI0 GE30MACHOCTH MEPCOHAIBHBIX AAHHBIX MPU UX
0o0paboTke B MH(OPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX JAAHHBIX», YTBEPKIACHHBIX
3amectutenem qupekropa @CTOK Pocenn ot 15.02.2008 1.,

- «TunoBeIx TpeOOBaHMN MO OpraHu3alMu U obecreueHuto (YHKIMOHUPOBAHUS
mUPPOBaNbHBIX  (KpUNTOrpaUUECKUX) CpPEIACTB, MPEAHA3HAUEHHBIX JUIS  3alllUThI
uHpOpMalLlMK, HE COJAepIKallel CBEJIECHUH, COCTABISIONIMX TOCYJApCTBEHHYIO TaiiHy B
CJIydae U3 UCIOIb30BAHUS I o0ecTieyeHnss 6€30MaCHOCTH NEPCOHATBHBIX TAHHBIX IPU MX
00paboTke B HHGOPMALMOHHBIX CHUCTEMAX IEPCOHAIbHBIX JAHHBIX», YTBEPKIECHHBIX
pykoBoctBoM 8 Llentpa @CB Poccun 21.02.2008 1. Ne 149/6/6-662.



B Ilonutuke onpenenensl TpedoBanus k nepconany MCII/IH, cTeneHb OTBETCTBEHHOCTH
MepCcoHala, CTPYKTypa U HEOOXOAUMBIM YpOBEHb 3allUIEHHOCTH, CTaTyC U JOJIKHOCTHBIC
00sI3aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a 0OecredeHne OEe30MacCHOCTH MEePCOHATBHBIX
nanubix B UCITIH Yupexnenus.

1. O0ume moJI0KeHNs
Lenwro HacTosmiei [TonuTruku sBsercs odecreueHre 0e30MacHOCTH 00bEKTOB 3aIUThI

YdpexxaeHuss OT BCEX BHJOB Yrpo3, BHEUNIHMX W BHYTPEHHHUX, YMBIIUICHHBIX H
HENPEeTHAMEPCHHBIX, MHUHUMH3aIUsl ymepda OT BO3MOXKHON peanu3alud  yrpo3
oe3onacunoctu [1/1n (YBITdH).

be3onacHOCT,  MEPCOHANBHBIX  JAHHBIX  JOCTHTAETCS  MYTEM  HUCKIIOUYCHUS
HECAHKIIMOHUPOBAHHOI'O, B TOM YHUCJIE CIYYalHOIrO, IOCTYIa K MEPCOHAIBHBIM JIAHHBIM,
pe3ylbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKEHHE, W3MEHEHHUe, OJOKHpOBaHUE,
KOIUPOBAaHUE,  PACHPOCTPAHEHUE  NEPCOHAIBHBIX  JAHHBIX, a TaKXe  HMHBIX
HECAHKIIMOHUPOBAHHBIX JICVCTBHIA.

Nudopmanus u cBsi3aHHBIE C HEH pecypchl JODKHBI OBITh  JOCTYMHBI IS
aBTOPU30BAaHHBIX MOJb30BaTeNeH. [J0KHO OCYyIIECTBISATHCS CBOEBPEMEHHOE OOHApPYKEHHE
u pearupoBanue Ha Y BIIJIH.

JIOIDKHO ~ OCYLIECTBIISITBCSL  IIPEJOTBpALEHHE MPEJHAMEPEHHBIX WM  CIy4ailHbIX,
YACTUYHBIX WM TIOJHBIX HECAHKIIMOHHPOBAHHBIX MOTUGPHUKAIMA WM YHUYTOKEHUS
HEPCOHAIBHBIX JaHHBIX.

CocTtaB 00BEKTOB 3alIUTHI Ipe/icTaBiieH B [lepeyHe nepcoHanbHbIX TaHHBIX, YKa3aHHOMY B
[Tonoxennn 06 06pabOTKE MEPCOHABHBIX TAHHBIX.

CocraB UCII/IH, moanmexamux 3amuTe, NpeacTaBieH B AKTe 00CiIeqoBaHUS TEKYIIETo
COCTOSTHUSI TEXHUYECKOW 3alIUTHI IEPCOHAIBHBIX JaHHBIX.

2. O0aacrhb gecreus

TpeboBanust Hactosmieid [lomUTHKM  paclpoCTpaHSIOTCS Ha BCeX COTPYIHHMKOB
VYupexxaeHus (IITaTHBIX, BPEMEHHBIX, pabOTalOMMX MO KOHTPAaKTy U T.I.), @ TakXe BceX
IPOYMX JIHILL (OJPSIAYUKHI, Ay JUTOPHI U T.I1.).

3. CucreMa 3alIUTHI NEPCOHAIBbHBIX TAHHBIX
Cucrema 3amutsl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTca Ha OCHOBaHUU:

- AKTa 00cieoBaHMs TEKYIIEro COCTOSHUS TEXHUYECKOW 3allliThl MEepCOHATBHBIX
JAaHHBIX;

- [Iepeuns nepcoHanbHBIX JaHHBIX, TOIEKAIINX 3aIINATE;

- AKTOB KJ1acCU(pUKaUU HHPOPMAIIMOHHBIX CUCTEM MEPCOHATbHBIX TAHHBIX;

- YacTHBIX MoJieIel akTyalnbHbIX yrpo3 U BeposiTHoro Hapymmrens UCI/Ix;

- ITonoxeHus 0 pasrpaHUYEHUN IIPaB JOCTYyIIA K IEPCOHAIBHBIM JaHHBIM;

- - PykoBopsimux noxkymentoB @CTOK u ®Cb Poccun.

Hns  obecnieuenus 3ammtel MCII/IH HeoOxoammo coOmrofeHuEe OpraHU3aIlMOHHO-
TCXHNUUYCCKHUX Mep. A,Z[MPIHPICTpB.LIHQfI OGGCHG‘-II/IBaeTCH 6€3OHaCHOCTB HepCOHaJ'HJHI:IX JAHHBIX
B COOTBCTCTBUU C HGO6XO,Z[I/IMBIM ypOBHeM 3alMUIICHHOCTH, KOTOpaH OIIMCaHa B TeXHI/I‘-IeCKOM



3ajaHud Ha co3ganue cucrteMmbl 3amutbhl Wi UCIJa. B VYupexaenuun omnpeneieHsl
aKTyaJlbHbIe yrpo3bl OezonacHoctu [1/[H, KoTophie onucanbl B YacTHON MOJIETN aKTyaIbHBIX
yrpo3 u BepositTHoro Hapymurens MCII/H.

[Ton akTyanpHbIMH yrpo3aMu O€30MACHOCTH IEPCOHAIBHBIX JAHHBIX I[TOHMMAETCS
COBOKYNHOCTb ~ YCJIOBUH W (AKTOpPOB,  CO3JAIOLIMX  aKTyallbHYIO  OIIACHOCTb
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHUCJIC CJIy‘-I&fIHOI‘O, AOCTYyIIa K NIEPCOHAJIbHBIM JaHHBIM ITPH UX
00paboTke B MH(HOPMALIMOHHON CUCTEME, Pe3yJIbTaTOM KOTOPOI'O MOTYT CTaTh YHUUTOXKEHHUE,
U3MEHEHHe,  OJOKMpOBaHHE,  KONUPOBaHME,  IMPEAOCTABICHHME,  PaCHpPOCTPAHEHHUE
NEPCOHATIBHBIX NAHHBIX, 4 TAKKC HMHBIC HCIIPABOMCPHLIC HeﬁCTBI/IH.

Yrpo3sl 1-T0 THIA aKTyalIbHBI 11 HHPOPMAITMOHHOM CUCTEMBI, €CITH JUISI Hee B TOM YHCIIE
aKTyaJbHbl YIpO3bl, CBA3aHHbIE C HAJIMYUEM HEIOKYMEHTHUPOBAHHBIX (HEICKIAPHUPOBAHHBIX)
BO3MOXHOCTE B CHCTEMHOM  IPOTPaMMHOM  OOECII€YEHHH, HCHOJIb3yEeMOM B
MH(OPMALIMOHHON CUCTEME.

VYTpo3bl 2-10 TUNA aKTyaJlbHbI A1 MHOOPMAIIMOHHON CUCTEMBI, €CIIH U1 HEee B TOM YHCIIe
aKTyaJbHbI YIpO3bl, CBA3aHHBIE C HAJIMYMEM HEIOKYMEHTHUPOBAHHBIX (HEACKIAPHUPOBAHHBIX)
BO3MOKHOCTEH B IMPUKJIAJHOM porpaMmmMHOM O6€CH€‘I€HI/II/I, HCII0JIB3YEMOM B
MH(OPMALIMOHHON CUCTEME.

VYrpo3bl 3-T0 TUNA aKTyaJdbHbI U1 UH()OPMAILIMOHHON CUCTEMBI, €CIIH JIJIsl Hee aKTyalbHbI
yIpo3bl, HE CBA3aHHBIE C HAJIMYUEM HEJOKYMEHTUPOBAHHBIX (HEAEKJIAPUPOBAHHBIX)
BO3MO>KHOCTEM B CUCTEMHOM U MPHUKJIAJHOM IPOrpaMMHOM O00ECIeUeHUH, UCIIONIb3yEMOM B
UH(POPMALIMOHHOM cucTeMe.

Ha ocHoOBaHMU 3TUX TOKyMEHTOB ONpENENsIeTCs HEOOXOAUMBIM YpOBEHb 3aIIMILEHHOCTH
I[MIa xaxmoit WCIAa VYupexnenus. Ha ocHOBaHMM aHanmm3a aKTyalbHBIX YIpO3
0€30I1acHOCTH.

II/TH, onncaHHOro B YacTHOM MOJENM AKTYaJIBbHBIX YI'PO3 M BEPOATHOIO HAPYIIUTEIS
NCTI/Jx n Otuera o pe3yabpTaTax NpPOBEIEHUS BHYTPEHHEN NPOBEPKE, ETIACTCS 3aKIIOUEHUE
0 HEOOXOMMOCTH MCIIOJIb30BAaHUS TEXHUUECKUX CPEJICTB U OPTaHU3aLMOHHBIX MEPONPUATHH
1uist obecriedenust 6ezonacHocTH [1/]H. BriOpanHbie HEOOX0IMMbIE MEPOIIPUATHS OTPAXKAIOTCS
B [Imane MeponpusATHii 110 3aIUTe NEPCOHAIBHBIX JaHHBIX.

Jns xaxnoit MCII/IH gomkeH OBITh COCTaBJI€H CIHCOK HCIONb3yeMbIX TEXHHUYECKHX
CPEJICTB 3aIIHUTHI, @ TaK K€ MPOTPAMMHOI0 0OecTieueHusl, ydacTByromiero B oopadorke I1]1H,
Ha Bcex anemenTax UCITIn:

- APM nonw3oBaresen;

- Cepsepa npuiIoKeHUH;

-  CVYB/;

- I'panuna JIBC;

- KananoB nepenauu B ceTu 00IIEro Moib30BaHUS U (UIM) MEXKIYHAPOJHOTO OOMEHa,
ecnu no HuM nepenarores [1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd UCIT/IH n akryaneHbix yrpo3, C3I1IH MmoxeT
BKJIIOUATH CIEAYIOLINE TEXHUUECKUE CPEACTBA:

- AQHTUBHUPYCHBIC CPEACTBA JJIA PAaOOUYUX CTAHIIUI TOJIB30BaTENICH U CEPBEPOB;

- CpeACTBa MEXCETEBOI'0 SKPAaHUPOBAHUS;

- cpeacTBa KpUNTorpaduuecKoi 3amuThl HHPOPMAIUH, IPH TIepeade 3aluiaeMoi HH-
- (hopmanuu Mo KaHaaM CBSI3H.



Tax ke B CIIUCOK JOJKHBI ObITh BKJIFOUEHBI (PYHKIIMU 3aLUThI, 00eCIieunBaeMble
mITaTHBIMU cpeacTBaMu 00paboTku [1/1n onepanmonnsiMu cucreMamu (OC), MpUKIaAHBIM
1O u cnennanbHBIMH KOMILIEKCAMH, PEATH3YIOLIIMMH CPECTBA 3aUThl. CIMCOK (PyHKITHIA
3alUThl MOXKET BKJIIOUATh!

- yOpaBlieHUE U pa3rpaHuyeHHe JOCTyTa MOIb30BaTeNe;
- PETUCTPALIMIO ¥ YUeT ACUCTBUH ¢ MHPOpMAITUECH;
-o0ecreyuBaTh 1eJIOCTHOCTh JaHHBIX;

- MPOU3BOJIUTH OOHAPYKECHUI BTOP>KCHUH.

CHuCOK HMCHOJIb3YyEMbIX TEXHUYECKHX CPEICTB oTpaxaercs B llnane mepomnpusaruil mo
3alUTE MEPCOHATBHBIX NaHHBIX. CIIHUCOK MCTOIB3YEMBIX CPEJICTB JIOJKEH MOIIEPKUBATHCS B
aKTyaJIbHOM COCTOSIHMHU. [Ipm M3MEHEeHHHM cOcTaBa TEXHUYECKHX CPEACTB 3allUThl HIIH
snemenToB MCII/IH, COOTBETCTBYIOIIME U3MEHEHUS JOJDKHBI ObITh BHeceHBbI B CIUCOK U
YTBEPKACHBI 3aBEAYIOIIUM YUPEKICHHUS WIH JIMIIOM, OTBETCTBEHHBIM 3a OOecledyeHHe
3amuTel IT/]H.

4. TpeooBanus k moacucremam C3I11n
C3I1/x BriroyaeT B ceOst CIEIYIONINE TOICUCTEMBI:

- YIIPaBJIEHUS JOCTYIIOM, PETUCTPALMH U YUETa;

- o0ecredyeHus eJIOCTHOCTH U JOCTYITHOCTH;

- AHTUBHUPYCHOM 3aLIUTHI;

- MEKCETEBOI0 SKPaHUPOBAHNS;

- aHaJIM3a 3allUIIEHHOCTH; - 00HAPYKEHUS BTOPKEHUIA;

- KpUNTOrpaguuecKoi 3aIiuThl.

[Toncucremsr C3I1JIH uMeroT pa3iauuHblil (GyHKIHMOHAN B 3aBUcUMOCTH OT kiacca UCII/IH,
oTpesielIeHHOro B AKTe Kiaccu(puKalui HH(POPMAIIMOHHBIX CHCTEM MEPCOHATIBHBIX JAHHBIX.
Crucok cootBetcTBUs (yHKIMHA mojacucteM C3II/IH kmaccy 3alMIIEHHOCTH MPEICTABICH B
[Tpunoxxenun Ne 1.

4.1.I1oxcucreMsl ynpaBJieHHs JOCTYIIOM, PETHCTPALIMM B y4eTa

[Togcucrema ympaBlieHHs JOCTYNIOM, PETUCTpAlMM ¥ ydeTa TMpeJHa3HadeHa It
peanu3anuu Ciaeayomux GyHKIUI:

- WISHTHU(UKAIUHU U IPOBEpPKA MOATUHHOCTU cyObekToB foctyna npu Bxoae B UCII/H;

- WOCHTHU(QHUKAIUU TEPMHUHAIIOB, Y3JIOB CETH, KAHAJIOB CBSI3U, BHEIIHUX YCTPONCTB IO
JIOTUYECKUM MMEHaM;

- WAEGHTHU(HKAIMU IPOrpaMM, TOMOB, KaTajoros, ¢aiyos, 3amucei, moien 3anucen mo
UMEHaM;

- perucrpauuu BxoAa (BbIXOJAa) CYOBEKTOB JOCTYNa B CHUCTEMY (M3 CHCTEMBI), OO
perucTpanys 3arpy3ku 1 MHULIMAIN3alUU ONIEPAllMOHHON CUCTEMBI U €€ OCTaHOBA.

- perucTpaluy MOIbITOK JOCTYIa IPOrPaMMHBIX CPEICTB (IIpOrpaMM, MPoLEeCCoB, 3a1ad,
3aJIaHM ) K 3alUIIaeMbiM (aitnam;

- pErucTpalyy NONBITOK JOCTYyNa IPOrPaMMHBIX CPEJCTB K TEpMUHAJIaM, KaHajlaM CBSI3H,
- IporpaMMaM, ToMaM, Karaioram, (haiaam, 3amucsiM, TOJISIM 3aIHCeH.



[Toncucrema ympaBiieHUSI OCTYIIOM MOKET OBITh peaji30BaHa C TOMOIIBIO ITATHBIX
cpenctB oopadotku 11 (onepammonnsix cuctem, npuwioxenud u CYB/]). Tak xe moxer
OBITH BHEIPCHO CIICHUATBHOE TEXHHUYECKOE CPEJICTBO WIIM MX KOMIUIEKC, OCYIIECTBIISIONINE
JIOTIOJTHUTEIIbHBIE MEPHI TI0 ayTeHTU(UKAIMU U KOHTpOIt0. Hanmpumep, mpuMeHEHUE eIMHBIX
XpaHWJIMII YYETHBIX 3alKcedl  MOJIb30BaTele M  PETUCTPAIMOHHON  WH(OpMAINH,
UCIIOJIb30BaHNE OMOMETPUIECKIX U TEXHHUECKUX (C IIOMOIIBIO AJIEKTPOHHBIX TIPOITYCKOB) MEP
ayTeHTU(UKAINH U APYTUX.

4.2.1Toacucrema odecredyeHUs1 HEeJOCTHOCTH U JOCTYIIHOCTH

[Toncucrema obecrieueHus LEITOCTHOCTH U AOCTYIIHOCTH NpEAHAa3HAuYEHa sl 00ecieueHus
uenoctHoctd W goctynHoctu [IJIH, mporpammubix u  anmapatHbix cpenacts WMCII/In
VYupexxaeHus, a Tak )ke CPeCTB 3aLIUThI, IPH CITyYalHON MIIM HAMEPEHHOW MO (PHKAIIH.

[Toncucrema peanmusyercss ¢ IOMOIIBIO OPraHU3allUd  PE3EPBHOTO  KOIMUPOBAHUS
o0OpabaTbIBaeMbIX TAHHBIX, a TAK XKe pe3epBUPOBaHUEM KITtoueBbIX dNieMeHToB UCIT/IH.

4.3.IloncucreMa aHTHBUPYCHOM 3alIUTHI

[ToncucremMa aHTUBHPYCHOHM 3alIMTHI MpEAHA3HAuU€HA IJIsl OOECleYeHUs aHTUBHPYCHON
3amuThl cepBepoB 1 APM nonw3osareneit UCIIIH Yupexnenus.

CpencTBa aHTHBHPYCHOM 3alIUTHI PEeIHA3HAYEHBI IS peaIN3allui CISAYIOIUX (OyHKIIHIA:
- PE3UICHTHBINA aHTUBUPYCHBI MOHUTOPHHT
- aHTUBUPYCHOE CKaHUPOBAHUE;
- CKPUIT-0JIOKUPOBAHUE;
- LEHTPATN30BaHHY0/yJaJICHHY IO YCTaHOBKY/JIEUHCTAJUIALINIO AHTUBHUPYCHOTO
NPOAYKTAa, HACTPOWKY, aJIMHHHUCTPUPOBAHUE, IIPOCMOTP OTYETOB M CTAaTUCTHYECKOMN
uHpOpMaLnK 1Mo paboTe MPOAYKTa;
- aBTOMATU3MPOBAHHOE OOHOBJIIEHNE aHTUBUPYCHBIX 0a3;
- OTpaHNMYECHHUE IIPAB I0JIB30BATENSI HA OCTAHOBKY MCIOJHSAEMBIX 33Ja4 U U3MECHEHHUS -
HACTPOEK aHTUBUPYCHOTO MPOTPaMMHOT0 0OecrieueH s,
- aBTOMATUYECKHUH 3aITyCK Cpa3y MOCJe 3arpy3KH ONEpPaliMOHHON CHCTEMBI.
Ilogcucrema  peanm3yercss IyTeM  BHEAPEHHMS  CHEUMAJIbHOTO  AHTUBHPYCHOIO
nporpaMMHoro odecrieueHus Ha Bce neMeHTs MCIT/IH.

4.4.IloncucremMa MeKCeTEBOI0 IKPAHUPOBAHUSA

[Togcucrema MEXCETEBOTO KPAHUPOBAHMS MPETHA3HAYCHA VIS peal3alni CIEAYIOMNX
byHKIMA:

- QWIbTpaLUU OTKPHITOTO U 3aM(PpoBaHHOTO (3aKpbITOro) IP-Tpaduka no cnenyrommum
rapameTpam;

- (uxcanuu BO BHYTPEHHUX >XypHalax HH(OpPMALUU O TPOXOISIIEM OTKPHITOM H
3akpeiToM [P-Tpaduxe;

- WISHTHU(QUKAIUHU U ayTeHTU(UKAINIO aIMUHUCTPATOpa MEKCETEBOT0 dKpaHa IpH ero -
JIOKaJIBHBIX 3alpocax Ha JOCTYII;

- perucTpanuu Bxoja (BbIX0/a) aJIMUHHCTPATOpa MEXCETEBOI'0 SKpaHa B cuCTeMy (U3
CHCTEMBI) TMOO0 3arpy3KH U HHUIIMAIU3ALUU CUCTEMBI M €€ POrPaMMHOI0 OCTaHOBA;

- KOHTPOJIS IIEJIOCTHOCTH CBOCH MPOrpaMMHON U MH()OPMAITMOHHOW YacTH;

- (QWIbTpalUU MAKETOB CIYXEOHBIX IPOTOKOJIOB, CIYXAIIUX MJI JUarHOCTUKU U
yIpaBiieHus: pabOTON CETEBBIX YCTPOUCTB;



- (QuIbTpalMK C YYETOM BXOJHOTO M BBIXOJHOTO CETEBOTrO MHTep(eiica Kak cpeacTBO
MIPOBEPKU MOJIMHHOCTHU CETEBBIX aJIPECOB;

- PEruCTpallMH U y4eTa 3alpaliiBaeMbIX CEPBUCOB MIPUKIIATHOTO YPOBHSI;

- ONOKMpOBaHUsA JIOCTyHa HEUJICHTU(PHUIIMPOBAHHOTO OOBEKTAa WU  CYOBCKTa,
MOJIMHHOCTh KOTOPOTO MPH ayTEeHTHU(HUKAIIMK HE TIOITBEPAUIaCh, METOAAMH, YCTOMYUBBIMH
K IepexBary;

- KOHTPOJIS 32 CETEBON aKTUBHOCTHIO MPUIIOKEHUH U 0OHAPYIKEHUS CETEBBIX aTak.

[Togcucrema  peanusyercs  BHEAPEHHEM  MPOrPAMMHO-AIAPATHBIX  KOMIUIEKCOB
MEKCETEBOIo dKpaHupoBanus Ha rpanue JICB, kiiaccom He HUXE 4.

4.5.IToagcucremMa aHAIN3A 3ANMINEHHOCTH

[Toncucrema ananusa 3allMIICHHOCTH, JOJDKHA OOECEUMBATh BBISABICHUS YS3BUMOCTEH,
cBs3aHHBIX ¢ omnbkamu B kKoHpuryparuu [10 UCII/IH, koTopble MOTYT ObITh UCTIOIB30BAHBI
HapyUIUTEIEM JJI peaTn3allui aTaki Ha CUCTEMY.

(DYHKLII/IOHEL]I HOACHUCTEMBI MOXKET OBITH pcajin30BaH IMPOTrpaMMHBIMU H HPOrpaMMHO-
alirrapaTHbIMU CpCIACTBaAMU.

4.6. IToncucrema o0HApYyKeHUs] BTOP:KeHUH

[Toncucrema oOHapys>KeHUSI BTOPKEHUH, JOKHA 00ECIIeYrBAaTh BBISBJICHUE CETEBBIX aTaK
Ha onemedtsl WCII[IH, nOAKmIIOYEHHBIE K CETsSAM OOMIero IMOJb30BaHUs U (WIIN)
MEX1yHapOJAHOI0 0OMEHa.

CDYHKI_II/IOHaJ'I NOACHUCTEMBI MOXCET OBITH pC€ajin30BaH IPOrpaMMHBIMU KU IIPOIrpaMMHO-
alfrapaTHbIMU CPEACTBAMU.

4.7. Illoncucrema KpuNTOorpadpuyeckoi 3ammThI

[Toncucrema kpunrorpadudeckoid 3amuThl NpeaHazHaueHa ans uckiarouenus HCJ[ x
sammimaemoit uapopmanuu B UCIIH Yupexxnenus, npu ee nepeaadyu Mo KaHajiaM CBsI3U CETeH
00111er0 MOIB30BaHMS U (MJTH) MEXKTyHAPOTHOTO OOMEHa.

IToacucrema pealn3yeTCs BHECAPCHUCM KpI/IHTOFpaq)I/ILICCKI/IX MporpaMMHO-aIIapaTHbIX
KOMIIJICKCOB.

5. IMoan3zoBateaun UCII/In

B WCII[lH VYupexneHus MOXKHO BBIACINUTh CIEAYIOLUIME TIPYNNbl IOJIB30BATEIEH,
Y4acTBYIOIINX B 00padoTke u xpanenuu [1J[H:

- Anmunuctparopa UCII/Ix;

- Anmunuctpatopa 6e3onacHoctu UCTI/H;

- Oneparopa APM;

- AIMMHHUCTpATOpa CETH;

- TexHU4ecKOro creruraiiucTa no o0CIyKuBaHUIO epu(epruitHOro 060pyA0BaHMS;

- IIporpammuct-pazpaborunk UCI1/IH.

JlanHble 0 Tpymnmax mojb30BaTelNsAX, YPOBHE X JAOCTYNa U MHPOPMUPOBAHHOCTU JOHKEH
ObITh OTpakeH B [loyio)keHnH 0 pa3rpaHUYeHHH MPaB I0CTYIA K NEPCOHAIBHBIM JTaHHBIM.



5.1.Anmunuctparop UCIIAn

Anmunuctpatop WCII[IH, coTpyaHuk VYupexaeHus, OTBETCTBEHHBI 3a HACTpOIKY,
BHesipeHue u comnpoBokaeHue MCIIJIH, oOecneunBaer (yHKIMOHMPOBAHUE IOJICUCTEMBI
ynpasienuss poctynom HMCII[lH ¥ ynoJHOMOYEH OCYIIECTBIATH NPEJOCTABICHUE H
pasrpaHudyeHHe JocTyna KOHeuHoro mnonb3oBarens (Oneparopa APM) k anemeHTawm,
XPaHALIUM [EPCOHAIIBHBIE JaHHbIE.

Anmvunnctparop UCIIIx obnagaeT cieayronuM ypoBHEM JOCTYIIA U 3HAHUH:

- obmagaer mONHOM uWHPOpPMALKEH O CUCTEMHOM U MPHKJIATHOM IPOrPAMMHOM
obecnieuenun UCIIn;

- oOmamaert moJiHOM HHGPOPMAIIMEH 0 TEXHUYECKUX cpeacTBax U kKoHdurypammu UCIIH;
HUMEET JOCTYH KO BCEM TEXHUYECKHUM cpelicTBaM 00paboTku nndopmanuu u nanasiM UCI1H;

- obOmamaer mpaBaMd KOH(PHUTYpUPOBaHHS ¥  QJIMHHHCTPATHBHOW  HACTPOUKH
texunueckux cpeacts UCIIIH.

5.2.Aamununcrparop o6esonacuoctu UCIIIn

Anmunuctpatop 6e3zomacHoctd MICIIJIH, coTpymHUK YupexaeHus, OTBETCTBEHHBIN 3a
¢ynkunonuposanue C3I1[IH, Bxitoyass OOCIy)KMBaHME M HACTPOWKY aJMHUHUCTPATUBHOM,
CEpPBEPHOM U KJIMEHTCKOH KOMIIOHEHT.

Anmvunuctparop 6e3onacuoctu UCIT/IH o6manaer cieayomuM ypoBHEM I0CTya U 3HAHUMN:

- obmanaer npaBamu Amunauctparopa MCI1/IH;

- obnamaer nonHoM nHpopmanuei 06 MCIT/IH;

- HMMEET JIOCTYI K CpeACTBaM 3alluThl MHPOPMAIIUU U MPOTOKOIMPOBAHUS U K YACTH
kioueBbIx d5eMenToB UCIIIH;

- He HMeeT MpaB J0CTyna K KOH(PHUTYPUPOBAHUIO TEXHUYECKUX CPEICTB CETH 3a
UCKITIOYEHHEM KOHTPOJIBHBIX (MHCIEKIIMOHHBIX).

Anmunuctpatop 6e3onacHoctu UCII/IH ynonHomoueH:

- peanu30BBIBATH MOJUTHKY Oe3omacHocTH B uyactu HacTpouiku CK3U, mexcereBbix
HKPaAHOB U CHCTEM OOHAPYKEHHsI aTakK, B COOTBETCTBHH C KOTOPBHIMU MOJb30BaTelnb (OmnepaTop
APM) nonyyaet BO3MOXKXHOCTh padoTaTh ¢ snementamu UCIIIx;

- OCYUIECTBJISATH ayJIUT CPEJCTB 3aIIUTHI;

- YCTaHaBIIUBaThb JOBEPUTENIbHBIC OTHOIIECHHUSI CBOEH 3alllMIEHHOHM CETU C CETSIMHU
npyrux Opranuzanui.

5.3.0neparop APM

Omnepatop APM, corpyaHuk VYupexieHus, ocyllecTBIsomuil obpadorky I1J[H.
O6pabotka I1/In BkIrOyaeT: Bo3MOKHOCTH mpocMoTpa [1/IH, pyunoit BBox I1JIH B cuctemy
UCTIH, popmupoBaHue crpaBoK U OT4YeTOB MO WHGpopmanuu, noixydeHHod u3z MCIIAH.

OnepaTop HE MMEET IMOJHOMOYMHN Ui YIpPAaBICHHS TMOIACUCTEMaMU OOpaOOTKH JaHHBIX U
C3I1 /8.

Omnepatop UCIT[IH o6namaer caeayommM YPOBHEM JOCTYIIA U 3HAHHM:

- of0mamaer  BceMM  HEOOXOAMMBIMM  aTpubyTramu  (Hampumep,  Mapojem),
o0ecreynBaroIUMH JIOCTYTI K HEKOTOpoMy noaMHoxecTBY [1/1H;
- pacnojaraeT KOH(QHUICHIIHATLHBIMU TaHHBIMHU, K KOTOPBIM HMEET TOCTYII.



5.4.AIMMHHCTPATOP CETH

AJMUHUCTPATOP CETH, COTPYAHHUK YUPEKICHUS, OTBETCTBEHHBIN 32 (YHKIIMOHUPOBAHUE
TeslekoMMyHUKanoHHou noacucremsl UCITIH. ATMUHUCTpATOp CETU HE UMEET MTOJTHOMOYM
JUISL YIIPABIICHHUS MTOJCUCTEMaMU 00paOOTKH JaHHBIX U O€30TaCHOCTH.

AJIMUHHCTPATOP CETH 00J1a/1aeT CIEAYIONMM YPOBHEM JIOCTYIIA M 3HAHUM:

- obyajjaeT 4acThl0 MH(MOPMALMUM O CHUCTEMHOM M NPUKIATHOM IPOrpaMMHOM
ooecneuennn UCIIdH;
- o0agaer 4acThio HHPOPMALIMU O TEXHHUECKUX cpeacTBax u KoHpurypauuu UCITH;
- uMeeT (QU3NYECKUH JOCTYIl K TEXHUYECKUM CpeicTBaM 00paboTKu MH(opManuu u
CpeACTBaM 3alllUThI;
- 3HAET, 10 MEHBIIEH Mepe, OJIHO JIEraJIbHOE UMs JJOCTYTa.

5.5.Texnu4yeckuii cnequaJMCT MO 00CTy:;KMBaHUIO NepudepuiiHOro 060py10BaAHUSA

TexHU4YeCKUN CHEIUaINCT MO0 OOCITY>KUBAHUIO, COTPYIHUK YUPEKACHUS, OCYIIECTBIISICT
obcnmyxuBaHue U HacTpoiiky mnepudepuitnoro obopynoBanuss WCIIAn. Texuuyeckuit
CHeuanucT no obcmykuBaHUI0 He uMmeeT nocryna kK [1/lH, He umeeT moaHOMOUMN IS
yIpaBieHUs NOJCUCTEMAMU 00paOOTKU JaHHBIX U O€30IIaCHOCTH.

TexXHUYeCKUH CIEeIUAIMCT IO 00CITY)KHBaHHUIO 00J1a/1aeT CICTYIOIIMM YPOBHEM JIOCTYIIA U
3HAHUN:

- oOmajgaer YacTbl0 WHPOPMALUMU O CHCTEMHOM H TPUKIATHOM IPOTPAMMHOM
ob6ecnieuenun UCIIH;
- 00J1a/1aeT 4acThi0 MHPOPMAIMK O TEXHUYECKUX cpencTBax u KoHpuryparmu UCI/H;
3HAET, 10 MEHbBILIEH Mepe, OJTHO JIETAIbHOE UMS JI0CTYTIA.

5.6. IIporpammucrt-paspadorunk UCIIAn

[IporpammucTeI-pa3paboTyrky  (ITOCTABIINKK) MPUKIATHOTO TPOTPAMMHOTO OOCCIICUCHUS,
o0ecrevnBaroNIie €ro COMPOBOXKJIEHHE Ha 3amuiraeMoMm oOwvekTe. K mganHON rpynme Moryt
OTHOCUTBHCS KaK COTPYIHHUKH Y UPEXKICHUS, TAK U COTPYAHUKHA CTOPOHHHMX OpraHU3aIni.

DdU3NYECKOE U0 ITOU KaTCropuu:

oOnanaer nHpopMalmeit 00 alropuTMax M mporpammax oopaboTku MHpopmanuu Ha
NCIIx;

o01ajaeT BO3MOXKHOCTSIMU BHECEHMs OIIMOOK, HEJEKIapHUPOBAHHBIX BO3MOXKHOCTEH,
MPOrpaMMHBIX 3aKJIaJIOK, BPEIOHOCHBIX TMPOTrpaMM B IpOrpaMMHOE oOecredeHue
UCTI/Ix Ha craguu ee pa3paOOTKu, BHEIPEHUS U COMPOBOKICHUS;

MOJKET pacrosiarath To0biMH (PparmeHTamu uHpopmanuu o tonojorun MCII[AH u
TEXHUYECKUX CpelicTBax 00paboTku u 3amuthl [1/H, o6pabaTeiBaembix B MCIT/IH.

- 6. TpeOoBaHus K nepcoHay no odvecrnevyennio 3amutol I1/{n

- Bce corpynnukum Yupexnaenus, sBistonecs nonbzoBatensmMu  WCIH,
JTIOJDKHBI YE€TKO 3HATh U CTPOTO BHITIOJHATH YCTAHOBIICHHBIE PABHUJIA i 00SI3aHHOCTH T10
JIOCTYIMY K 3alIMIIAeMbIM O0BEKTaM U COOIOICHUIO TPUHSITOTO peXrMa Oe30MacHOCTH
IT]1x.

- Ilpm BcTymneHMM B JODKHOCTH HOBOTO COTPYAHMKA HEMOCPEACTBEHHBIN
HAYaJbHUK TOJpa3/IeTICHsl, B KOTOpPOE OH TMOCTymaeT, 00s3aH OpraHu30BaTh €ro



O3HAKOMJIEHHE C JOJDKHOCTHOW HHCTPYKLMEH M HEoOXOAMMBIMU JIOKYMEHTaMH,
pernaMeHTHpYOIUME TpeboBanus no 3amure [1/lH, a Taxke oOydyeHue HaBBIKAM
BBITIOJIHEHUS TIPOLIEAYpP, HEOOXOAUMBIX JJISi CAHKIMOHHPOBAHHOTO MCIIOJIb30BaHUS
NCIIAH.

- CoTpyAHUK JOJDKEH ObITh O3HAKOMIJIEH CO CBeZieHUsAMU Hactosei [lonuruky,
NPUHATHIX Tpoueayp padotsl ¢ anementamu UCII A u C3I1/1H.

- CotpynHuku  YupexAeHMs, HCIOJB3YIOLIME  TEXHUYECKHUE  CpEeACTBa
ayTeHTH(UKaLMU, JOJDKHBI — o0ecleyuBaTh  COXPAHHOCTb  UACHTU(UKATOPOB
(31eKTpOHHBIX KiItouel) 1 He nonyckatb HCJ k HUM, a Tak ke BO3MOKHOCTb UX yTEpU
WIM UCIOJb30BaHUS TPETbUMM JuLAaMU. llonb3oBaTenun HECYyT NEPCOHAIbHYIO
OTBETCTBEHHOCTb 332 COXPAaHHOCTbh UJCHTU(UKATOPOB.

- CoTpyaHuKH YupexJeHHs JOJKHBI CIel0BaTh YCTAHOBJIEHHBIM MpOLEAYypaM
nojaaepkaHus pexxuma oesonacHoctd I1J[H npu BeIOOpE M HCIONB30BAaHUM HapoJieh
(ecii HE MCTIONB3YIOTCS TEXHUYECKHE CPEICTBA Ay TCHTU(DUKAIIUH).

- CoTpyAHUKH VYUpexXAeHUs J0JDKHBI O0ecleuMBaTh HaJUICKAILyI0 3alluTy
000pyI0BaHUsI, OCTABJISIEMOTO 0O€3 MPUCMOTpPA, OCOOEHHO B TEX CIlIydasX, KOrja B
MOMEILEHUE MMEIOT JIOCTYIl IOCTOPOHHHUE Jinia. Bce monb3oBaTeny JOJKHBI 3HATH
TpeboBanuss 1o Oe3zomacHoctu I[IJlH M mpouemypbl 3amMThl  00OPYJOBaHUS,
OCTaBJICHHOr0 0€3 IMPUCMOTpPA, a TAK)KE CBOM OOS3aHHOCTU 10 OOECHEUEHHIO TaKou
3aILUTHI.

- CoTpynHUKaM 3ampeliaeTcsl YCTaHaBIMBaThb IIOCTOPOHHEE IPOrPaMMHOE
o0ecrnieyeHue, IMOAKIOYATh JIMYHbIE MOOWJIbHBIE YCTPOICTBA M  HOCHUTENH
UH(OPMAIINH, a TaK K€ 3aMChIBATh HA HUX 3alIUIIAEMYI0 HHPOPMALIHUIO.

- CotpynHuKaM 3ampeliaercs pasriamaTh 3alluiaeMyro nH(opMalnio, KoTopas
cTajla MM H3BEeCTHa NIpU paboTe ¢ MH(YOPMAIMOHHBIMU CHCTEMaMU YUpEXICHUS,
TPETHUM JIULIAM.

- Ilpu pabote ¢ I1/]n B UCII/IH coTpyanuku YupexaeHus o0s3aHbl 00eCeUnTh
OTCYTCTBHE BO3MOXKHOCTHU npocMoTpa [T/IH TpeTbumu nuuamu ¢ MoHUTOpoB APM min
TEPMHHAJIOB.

- Ilpu 3aBepuienuu padotsl ¢ UCIIJIH coTpyaHuku 06s13anbl 3amututh APM nnmn
TEPMHHAJIBl C TOMOIIBIO OJOKUPOBKH KJIHOYOM WM 3KBHUBAJEHTHOIO CpENCTBa
KOHTPOJIS, HAlpUMep, AOCTYIIOM I10 MapoJIio, €CIU HE UCTOb3YI0TCs 00Jiee CHIIbHBIE
CPEJCTBA 3aIIMTHI.

- CotpynHuku YdupexaeHus IODKHBI ObITh MPOMH(OpPMHpPOBaHBI 00 Yrpo3ax
HapylIeHus pexuma 6e3onacHoctu [1J[H 1 oTBETCTBEHHOCTH 3a ero HapyuieHue. OHu
JIOJKHBI OBITh O3HAKOMIIEHBI C YTBEPXKACHHOW (POpPMaIbHOM MPOLETypOil HAJIOKEHUS
JTUCIUIUIMHAPHBIX B3BICKAHUM Ha COTPYJIHUKOB, KOTOpble Hapymmiu [lomutuky
nH(popMamoHHOM 0€30MacHOCTH U TIpolieaypbl 6e3onacHocTH [1J[H.

- CotpynHuku 00s3aHbl 6€3 MPOMEUICHUs COOOIIAaTh 000 BCeX HAOII0IaeMBIX
WIN TIO/I03PUTENBHBIX citydasx padotsl MCII/IH, MOrymux nosieus 3a OO0 yrpo3bl
6esomacHoctu [I/[H, a Takke O BBIIBIEHHBIX MMM COOBITHSIX, 3aTparuBaroOLIUX
6e3omacHocTsb [1/]H, pykoBOACTBY

MoJpa3JieliecHusi W JIMIly, OTBEUaIolleMy 3a HEMEIJICHHOE pearupoBaHHE Ha YTPO3bl
6ezonacuoctu [1]1H.

7. JomxHocTHBIE 0013aHHOCTH NoJib3oBaTeneid UCIIAn

JlomxHOoCTHBIE 00s13aHHOCTH TTosTb3oBaTeneit MCIT/IH onucanbl B ClieyOnuX T0KYMEHTaX:



- HNucrpykuus anmunuctparopa UCIH;
- WNuctpykuus agmunuctpatopa 6e3onacHoctu UCIIH; - UHCTpyKINS
nosb3oBarens UCIIIH.

OtBercTBeHHOCTH coTpyaHuKoB UCIIIH YupexneHus.

B cootBerctBuH co cT. 24 DenepanbHoro 3akoHa Poccuiickoit denepanuu ot 27 urois 2006
r. Ne 152-®3 «O nepcoHanbHBIX JaHHBIX)» JUIA, BAHOBHBIC B HAPYIIICHUU TPEOOBAHMI JAHHOTO
QenepalibHOTO  3aKOHA, HECYT  TPa)XJaHCKYyI0, YroOJIOBHYIO,  aJIMHHHCTPATHBHYIO,
JUCLHUIIIIMHAPHYIO U MHYIO IIPEyCMOTPEHHYIO 3aKOHOAaTenbCcTBOM Poccuiickonn ®denepanuu
OTBETCTBEHHOCTb.

JeiictByromee 3akoHOJATeNbcTBO P@D  mo3BoisieT NpenbsABIATh TpeOOBaHUSA 11O
obecrieyeHnio 0e30MacHOl paboThl C 3amMIaeMoil WHopMamued W IperycMaTpUBaeT
OTBETCTBEHHOCTb 3a HapylIEHUE YCTAHOBJEHHBIX NpaBWi 3Kciuryatauuu OBM u cucrewm,
HEMpaBOMEPHBIM JOCTYNl K MH(OpMAILUM, €ClIM 3TU JAEHCTBHUS NPUBEIM K YHUYTOXXEHHUIO,
OJIOKMPOBaHMIO, MOAUGHUKAIMKA WHPOPMANUK WM HapymeHuto paborsl DBM wmmm cereit
(cratbu 272,273 u 274 YK PD).

Anvunuctpatop WCI[JAn wu  agmunuctpatop ©6e3omacHoctu  HWCII[Jn  HecyT
OTBETCTBEHHOCTh 3a BCE JICHCTBHS, COBEPILICHHBIE OT MMEHHM WX YYETHBIX 3alMCEN WIIH
CHUCTEMHBIX YUETHBIX 3alUCEH, €CIIM HE T0Ka3aH (PaKkT HECAHKIIMOHUPOBAHHOTO UCIIOJIH30BAHUS
YUETHBIX 3aIHCEH.

[Ipy HapymeHMsIX cOTpyIHUKaMH YupexnaeHus — nonb3oBareneil MCII[An mnpasui,
CBSI3aHHBIX ¢ Oe3omacHOCThiO [I/lH, OHM HECYT OTBETCTBEHHOCTh, YCTAHOBJIEHHYIO
JIEUCTBYIOIINUM 3aK0HOAATENbCTBOM Poccuiickoit denepanuu.

[TpuBeneHHble BhIlIE TpeOOBaHUS HOPMATHUBHBIX JOKYMEHTOB IO 3alluTe MH(pOpMaluu
JIOJDKHBI OBITH OTpaskeHb! B [107105keHUX 0 moApa3AeneHUsIX Y UpekIeHHsI, OCYIECTBISIOMINX
o6pabotky I/ B UCII/IH 1 AOIKHOCTHBIX HHCTPYKIUAX COTPYIHUKOB Y UPEIKICHUN.

Heobxonumo BHectu B [lonoxeHus o moapasaesieHusx YUupekIeHHs], OCYIECTBISIFOIINX
o6pabotky I1/1n B UCII/IH cBeneHust 06 OTBETCTBEHHOCTH UX PYKOBOJIUTEIEH U COTPYTHUKOB
3a pasrjalleHue M HECaHKIMOHMPOBAHHYI0 MOJU(HKaNMI0 (MCKaxeHue, (aabcuduraiuio)
II/TH, a Takke 3a HENPAaBOMEPHOE BMELIATENIHCTBO B IPOLIECCHI MX ABTOMATH3UPOBAHHOU
00paboTKu.

8. CNIHCOK HCIO0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMAaTHBHO-IIPABOBBIMH M METOJMYECKMMH JTOKYMEHTaMH, Ha KOTOPBIX
6a3upyercs Hactosuiee [lonoxeHue ABIAIOTCS:

1. ®enepanbhsbiii 3akoH oT 27.07.2006 . Ne 152-@3 «O nepcoHaNbHBIX JaHHBIXY (Janee
— @3 «O mnepcoHalbHBIX JAHHBIX»), YCTAaHABIMBAIOIIMA OCHOBHBIE MPHUHIMUIBI U YCIOBUS
o6pabotrku IIJ[H, mpaBa, O0OS3aHHOCTH W OTBETCTBEHHOCTh YYACTHHKOB OTHOIICHHM,
CBsI3aHHBIX ¢ 00paboTkoit [1/1H.

2. Tlocranosnenue [IpaButenscrBa Poccuiickoit @enepanuu ot 1HOs1Opst 2012 7. Ne 1119
«O0 yTBepkAeHUU TpeOOBaHMI K 3alUTe NEPCOHANbHBIX IAHHBIX MPU HX 00paboTKe B
UH(POPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHBIXY.



3. «Ilonoxxenne 06 0COOCHHOCTSAX 00PaOOTKH MEPCOHABHBIX JAHHBIX, OCYIIIECTBIAEMOMN
0e3 HCIOJB30BAHMS  CPEJACTB  aBTOMATHU3allMW», YyTBepxkaeHHoe IlocranoBieHuem
[TpaButenscTBa PO ot 15.09.2008 r. Ne 687.

4. «TpeboBaHusi K MaTEpUAILHBIM HOCUTEIIIM OMOMETPUUYECKUX NEPCOHATBHBIX JaHHBIX
U TEXHOJIOTUAM XPaHEHUS TaKUX JAHHBIX BHE HMH()OPMALMOHHBIX CHCTEM MEPCOHAIbHBIX
JIaHHBIX», yTBepkAcHHbIe [locTanoBnenueM [IpaButensctBa PO ot 06.07.2008 1. No 512.

5. HopmaruBHo-metoanueckue JokyMeHThl DenepanbHOl CIy Obl 0 TEXHUYECKOMY U
aKcrepTHOMY KOHTpoutro Poccuiickoit deneparuu (nanee - ®CTIK Poccun) mo obecrneuennro
6e3omacuoctu [1/]x npu ux obpadotke B UCII/IH:

6. Pexomenpanuu mno oOecredeHHIO O€30MaCHOCTH MMEPCOHANIbHBIX JAaHHBIX HPH HX
00paboTke B MHGOPMAIMOHHBIX CHUCTEMaX NEPCOHAIBHBIX IaHHBIX, YTB. 3aM. JUPEKTOpa
OCTOIK Poccun 15.02.08 .

7. OCHOBHBIE MEPONPHATHS IO OpraHM3allMd U TEXHUYECKOMY O0O0ECIeYeHHIO
0C30MacCHOCTH TEPCOHAIBHBIX JaHHBIX, 00pabaThHIBAEMBIX B HH(POPMAIIMOHHBIX CHCTEMax
MEPCOHANBHBIX JaHHBIX, yTB. 3aM. qupektopa ®CTIOK Poccun 15.02.08 r. (JCII)

8. bazoBas mMozaens yrpo3 0€30MacHOCTH IMEPCOHATBHBIX MAHHBIX MPU X 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEePCOHANBHBIX TaHHBIX, YTB. 3aM. nupektopa ®CTOK Poccun

15.02.08 r.
Metoauka onpeaeseHns aKTyalbHbBIX YTpo3 0€30MaCHOCTH EPCOHANBHBIX JJaHHBIX
npu ux o6paboTke B MHPOPMALMOHHBIX CUCTEMax MEPCOHAJIbHBIX JAHHBIX, YTB.
3am. nupexkropa ®CTIK Poccum 15.02.08 r.
Hpuiaoxenue 1
Ne | Ilnan - nepedeHb TEXHUYECKMX MEPOTIPUATUI IO 0OECTIeYeHUN K3 K2 K1
6e3omacuoctu UCII/]

I B noxacucreme ynpasieHus JOCTYIIOM:

1 PeanuzoBaTh uieHTHGUKALINIO U TPOBEPKY MOAJIMHHOCTH + + +
CcyOBEKTOB JIOCTYIIa IIPU BXO/JI€ B ONEPALIMOHHYIO CUCTEMY
NCTI[IH o mapoJito yCIOBHO-TIOCTOSIHHOTO ACHCTBUS, JIIMHON
HE MEHee 1IeCTH OyKBEHHO-IIU(POBBIX CUMBOJIOB;

2 | Peanmm3oBath wuIeHTH()UKANNIO TEPMUHAIOB, TEXHUYECKHUX - + +
cpenctBs o6pabdotku [1/In, y3moB UCII[H, KOMMBIOTEPOB,

KaHaJIOB CBs3u, BHemHux ycrpoucts MCII[IH no wux
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);

3 Peanu3oBarh HMAECHTH(PHUKALMIO MPOrpaMM, TOMOB, KaTajoroB, - + +
(aiinoB, 3amucei, moJIel 3amuceil Mo UMEeHaM;

4 | Peanu3oBaTh KOHTPOJIb JOCTyIA CYOBEKTOB K 3alUIIAEMbIM - + +
pecypcaMm B COOTBETCTBUHU C MaTpULIEH HOCTYIIA;

S5 |mpu nHammumm noxaxmoyenus WCII[n x ceram oOmero| He He | He nmxe
MMOJIb30BaHMA JOJKHO MPUMCHSITHCS MEKceTeBoe| HHXC | HIKE 3-ro
SKpaHUPOBAHUE. 5-T0 4-ro | yposHs

YPOBHS | YPOBHS | 3amuuie
3allyr | 3alIurIg HHOCTH
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CpeacTBo 3alUThl OT IPOrPaMMHO MAaTEMaTUYECKUX
Bozaeiictauil (IIMB):

PeanuzoBaTh nIeHTU(UKALINIO U Ay TCHTU(DUKAIIHIO
CyOBEKTOB JI0CTYyTa MPU BXOJAE B CPEJICTBO 3AIIUTHI OT
IporpaMMHO MareMaTuueckux Bosaeiictsuil (IIMB) u
nepe]i BBIMOJTHEHHEM UMHU JIFOOBIX Oomepaiuil no
yOpaBieHuIo GyHKIUSAMU cpeacTBa 3amuTthl oT [IMB no
napoJIio (UM C UCTIOJIb30BAaHUEM MHOTO MEXaHU3Ma
ayTeHTU(UKAINN) YCIOBHO-TIOCTOSIHHOTO JICHCTBHS
JUIMHOM HEe MEHee I1eCTH OYKBEHHO-IIU(PPOBBIX CUMBOJIOB;

OcCymecTBISITE KOHTPOJIb JIFOOBIX ACHCTBUN CyOBEKTOB
JOCTyTA MO YIPaBICHUIO PYHKIMSIMH CPEICTBA 3aLUTHI
ot [IMB TosBbKO 1TOCIE TPOBEAEHHUS €TO YCIELIHOM
ayTeHTU(UKAIINH;

[IpexycMoTpeTh MEXaHU3MBI OJIOKMPOBAHUS TOCTYIIA K
cpeactBam 3amuThl OT [IMB 1ipy BeINOJHEHHT
YCTaHABJIMBAEMOT0 YUCJIa HEYJAUHBIX MOIMBITOK BBOJIA
apoJIs;

HeobxonumMo npoBoauTh uaeHTUUKaLNIO (aiiaos,
KaTajoroB, IPOrpaMMHBIX MOJTyJIel, BHEIIHUX YCTPOMCTB,
HCIIOJIB3YEMBIX CpeacTB 3auuThl oT IIMB;

B noacucreMe peructpanuu 1 ydera:

OcymiecTBIATh PErucTpaImio BXoa (BbIxo/1a) CyObeKTa
JIOCTYTIA B CUCTEMY (U3 CUCTEMBI), INOO PEruCTpaLnio
3arpy3Ku ¥ MHULAAJIU3a1H1 ONIEPAllMOHHON CUCTEMBI U €€
IIPOrpaMMHOT0 OcTaHOBa. Perucrpanus BeIxona u3
CUCTEMBI WJIM OCTAaHOBA HE MPOBOJUTCS B MOMEHTHI
anmaparypHoro otkiatouenus UCII/x. B mapameTrpax
perucTpalny yKa3bIBaloTCs JaTa U Bpemsl BXoja (BbIX0/a)
cyOBeKTa J0CTyIa B CUCTEMY (M3 CUCTEMBbI) UJIH 3arpy3KH
(ocTaHOBA) CUCTEMBI;

[IpoBOAUTH yUeT BCEX 3alIMIIAEMbIX HOCUTEEN
WH(pOpMaIUK ¢ TOMOIIBIO UX JI000H MapKUPOBKHU U C




3aHECEHHEM YUYETHBIX IAaHHBIX B )KypHAI (YUETHYIO
KapTOYKY);

[TpoBOIUTH perucTpaIyio BXo1a/BbIX0a CyObeKTOB
JIOCTyIIa B cpeAcTBO 3amuTel oT IIMB, perucrpanuro
3arpy3Ky U MHULMAIA3ALUU 3TOTO CPEICTBA U €€
IIPOrpaMMHOTI0 OCTaHOBa. B mapamerpax perucrpauuu
YKa3bIBAETCS BPEMS M JaTa BXOa/BbIX0/1a CyObEKTa
JI0CTyna B cpeacTBO 3auThl oT IIMB nnun
3arpy3Ku/ocTaHoBa  3TOrO  CpeACTBa, a  TaKke
uaeHTU(PUKATOp CyObEeKTa IOCTyNa, WHUIMHPOBABIIETO
JTaHHBIC JICHCTBHUS,

[IpoBoUTH perucTpanuio COOBITUI TPOBEPKHU U
oOHapyxenus [IMB. B napamerpax perucrpauuu
YKa3bIBAIOTCS BPEMs U J1aTa MMPOBEPKH UITH OOHAPYKEHUS
[IMB, nnentudukatop cyobekTa 10CTyIIa,
WHUIIMHPOBABIIETO JIAHHBIC JICHCTBHS, XapaKTep
BBITIOJTHSEMBIX JIEUCTBUI IO IPOBEPKE, THI
oOHapyXeHHOU Bpe1oHOCHOI nmporpammsl (BIT),
pe3yNbTaT ACUCTBUN CPECTBA 3AIHUTHI 1O
osokupoBanuio [IMB;

[IpoBOIUTH pErucTpannio COOBITHI MO BHEAPEHUIO B
cpenctBo 3amuTthl oT [IMB naketoB oOHOBeHMI. B
IapamMeTpax PErucTpaly yKa3plBalOTCS BPEMs U J1aTa
0OHOBJIEHHUSI, UACHTU(PUKATOP CYObEKTa JOCTyTIa,
WHULUAPOBABILIEIO JAHHOE IEUCTBUE BEPCHUS U
KOHTPOJIbHAS CyMMa IakeTa OOHOBJIEHMUS;

[TpoBOIUTH perucTpanuio coObITUI 3aIyCcKa/3aBepIIeHUs
paboThl Mosyielt cpencTBa 3amuThl or [IIMB. B
rapamMeTpax PErucTpalry yKa3plBalOTCS BPEMs U J1aTa
3aIycKa/3aBepiieHus: paboThl, UASHTU(PUKATOP MO IS,
UACHTU(PUKATOP CyObEKTa JOCTyNa, HHUIIUUPOBABIIETO
JAHHOE JIEMICTBUE, pe3yJIbTaT 3aIlyCKa/3aBepIICHUS
paboThI;

JIOJKHA TIPOBOAMTHCS PETUCTPALIUs COOBITUI yIIpaBIeHHUS
CyOBEKTOM JIocTyna (YyHKIMSIMHU CPEICTBA 3AILUTHI OT
IIMB. B napameTpax perucrpauuu yKka3blBatoTCsl BpeMs U
JaTta COOBITHS yIpaBJIeHUs Kax10i QyHKIHEH,
UJCHTUPHUKATOD U crienupuKanus GyHKINH,
UJICHTUPHUKATOP CYOBEKTa JOCTyIa, UHUIIMUPOBABIIETO
JTAHHOE JIEVCTBUE, pe3yJIbTaT JEHCTBUS;

[TpoBOIUTH perucTpanuio cOObITUH MOMBITOK TOCTYTIA
IIPOTrPaMMHBIX CPEACTB K MOAYJISIM CPEACTBA 3aLUTHI OT
IIMB wnu cienraibHbIM JIOBYIIKaM. B mapamerpax
PETUCTPALIMM YKA3bIBAIOTCS BPEMS U J1aTa IMONBITKH
JOCTYTIA, UACHTU(UKATOP MOAYJISA, HICHTH(PHUKATOP U
cneundukanus MOIys cpeacTna 3auuTsl o [IMB

(criennanbHOM JIOBYIIKH), PE3yJbTAT MONBITKH TOCTYTIA;




[TpoBOIUTH perucTpanmio cOOBITUI OTKaTa I CPEACTBA
3ammtsl oT [IMB. B nmapamerpax perucrpanuu
YKa3bIBAIOTCSI BPEMs U JlaTa COOBITUS OTKaTa,
cneunuKanus 1eHCTBUIA 0TKATa, UICHTU(UKATOP
cyOBeKTa J0CTyIa, THULIMMPOBABIIETO JAaHHOE JEICTBHE,
pe3yJIbTaT ACUCTBHUS;

10

Oo0ecreunTh 3alUTyY AAaHHBIX PErucTpailun OT UX
YHUYTOXKCHHUA NN MOI[I/I(l)I/IKaHI/II/I HapyHIUTEIIEM,

11

Peamm3osats MCXaHU3MbI COXpPaHCHUMA JaHHBIX
pErucTpanmu B C1y4a€ COKpallCHUA OTBEACHHBIX I1OJ HUX

pPECypCoB;

12

Peann3oBaTe MEXaHU3MBI IPOCMOTPA U aHAIIN3A JAHHBIX
perucTpanuu U ux pUIbTpaLnuu no 3alaHHoMy Habopy
11apaMeTpOB;

13

[IpoBonuTh ABTOMAaTUYECKUI HEIPEPbIBHBIN
MOHHUTOPUHT  COOBITHI, KOTOpPbIE MOTYT SIBISTHCS
MNPUYUHON peanu3anuu IIMB (coznmanue,

pellakTUpOBaHMUE, 3allUCh, KOMIIWIALUSA OOBEKTOB,
KOTOpBIE MOTYT coaepxath BII).

14

PeanusoBarb Me€XaHHW3M aBTOMAaTHYECKOIO aHalIN3a
JAHHBIX PpErucTpaluy Mo IIabJOHaM THUIOBBIX
npossienut  IIMB ¢ aBromarndeckuM — HX
OJIOKMPOBAaHUEM M YBEIOMJICHHEM aJMUHHCTpaTopa
0e30IMacHOCTH;

15

[IpoBOIUTH HECKOJIBKO BHIOB y4eTa (IyOIupyOIIHX) C
perucTpanuei Bblgaun

(mpuema) HocuTene HHPpOpMaLny;

16

Ocy1ecTBISATh pErUCTpalLMIo BX0oAa (BbIX0/1a)
CyOBEKTOB JIOCTYIIAa B CUCTEMY (M3 CUCTEMBI), JINOO
perucrparus 3arpy3ki U MTHULHATU3alun
ONEpPaOHHOW CHCTEMBI.

17

Ocy1ecTBIATh PErUCTPALINIO BbIAAUYH MTEYATHBIX
(rpadmuecknx) JOKYMEHTOB Ha «TBEPAYIO» Komuio. B
rapamMeTpax perucTpaluy yKa3bIBalOTCs (JaTa U Bpemst
BbIZIauH (0OpaIeHus K MOJICHCTEME BBIBOIA),
cnienuduKaInys yCTpOUCTBA BBIJJAYH — JIOTHYECKOE UMS
(HOMep) BHEIIHETO YCTPONCTBA, KPaTKOE COJIep:KaHue
(HanMeHoBaHue, B, MUdp, KOJI) U YPOBEHb
KOH(UICHIINATEHOCTA JOKYMEHTA, UICHTHU(PUKATOP
CyOBeKTa IOCTYIIa, 3aIIPOCUBIIIETO TOKYMEHT;




18

OcyiecTBIATh PErUCTPALMIO 3aITyCKa (3aBEPILICHHS)
IIPOrpaMM U IPOLECCOB (3aJaHuil, 3a1a4),
MpeTHa3HAYEHHBIX JIJIs1 00pa0OTKH 3aIIUIAEMBIX
¢aiinos. B mapamerpax perucTpanuy yKa3bIBalOTCS JaTa
U BpeMsl 3aImycKa, uMsi

(mpeHTHdUKATOP) TporpamMmbl (TIpoliecca, 3agaHusd),
UACHTUDUKATOP CyOBEKTa JOCTyma, 3alpOCHBILETrO
nporpammy (MpoIiecc, 3aJaHue), pe3yabTaT 3aiycKa
(ycriemHbIi, HeYCIeITHbIN — HECAHKITMOHUPOBAHHBIN ),

19

OcCy1IEeCTBIATh PETUCTPALMIO OIBITOK JOCTYyNa
IIPOrpPaMMHBIX CPEJCTB (Iporpamm, IpoLeccoB, 3a1ad,
3a/laHui) K 3amuiaemMsiM ¢ainam. B mapamerpax
pEerucTpalyy yKa3blBalOTCA JaTa U BPEMs MOMBITKU
JOCTyTa K 3aIIuiaeMoMy Qaillly ¢ ykazaHueMm ee
pe3ynbrara (ycneliHas, HeycrenrHas —
HECaHKLUMOHUPOBaHHAS ), UACHTU(PHUKATOP CyObEKTa
JocTymna, crenuuKalys 3aluiaeMoro daiiia;

20

OcCy11ecTBIATh PETUCTPALIMIO MOMBITOK JOCTYyNa
IIPOTPAaMMHBIX CPEACTB K CIEAYIOLINM
JIOTIOJIHUTEIbHBIM 3alUIIAEMbIM 00bEKTaM JOCTYyTA:
TepMHHaJIaM, KoMIlbioTepam, y3inam cetu UCII/H,
JUHUAM (KaHajlaM) CBSI3U, BHEIIHUM yCTPOMCTBaM
KOMIIBIOTEPOB, TPOrpaMMaM, TOMaM, KaTaJIoraM,
¢aitnam, 3anucsm, noysM 3anuceil. B mapamerpax
pPETUCTPALMK YKa3bIBAIOTCA JaTa U BPEMs MOIBITKU
JOCTYTA K 3aIlUIIaeEMOMY OOBEKTY C YKa3aHHUEM ee
pe3yibTara (ycreuiHas, HeycrnenHas —
HECAHKIIMOHMPOBAHHAS ), UICHTU(PHUKATOpP CyObEeKTa
J0CTyNa, cenuduKanys 3amiaeMoro oobeKTa —
JIOTHYECKOE UM (HOMED);

21

[IpoBOANTH y4eT Bcex 3allUIAaeMbIX HOCUTENIEN
nH(}OpPMaLIUU C TTOMOIIBIO UX MAPKUPOBKH U C
3aHECEHUEM YUYETHBIX JJAHHBIX B )KypHaJ (YUETHYIO
KapTOUKY);

22

OcymiecTBIATh OYUCTKY (OOHYJICHHE, 00E3TUINBAHNE)
0CBOOOXKTaeMBbIX 00JIaCTEH OTIEPaTUBHOM MaMSITH
KOMIIBIOTEPOB M BHEIIHUX HaKomuTene. Ouncrka
OCYIIECTBIISIETCS OJTHOKPATHON MTPOU3BOIHHON 3aITUCHIO
B OCBOOOXKIaeMYI0 00JIaCTh MaMSITH, paHee
WCIOJIb30BAHHYIO JJIsl XpAaHEHUS 3alIUIIAEMBbIX JaHHBIX
(paiinos, uaGopmMaIum);

B noacucreMme odecrieueHus 1eTOCTHOCTH




ObecneuuTh LETOCTHOCTD MPOTPAMMHBIX CPE/ICTB
3amuThl B coctaBe C3I1/[H, a Takke HEU3MEHHOCTh
IIpOrpaMMHON cpeibl. [Ipy 3TOM LENOCTHOCT CPECTB
3alUThI IPOBEPSAETCS MPU 3arpy3Ke CUCTEMBI 110
HAINYHIO UMEH (MACHTH(PHUKATOPOB) KOMIOHEHT
C3I1/IH, 1e10CTHOCTh TPOrPAMMHOM Cpe/ibl
obecrieunBaercs orcyrctBueM B UCII/{H cpencts
pa3paboTKU U OTJIAJIKH [IPOrPaMM;

OcymectBiath ¢pusndeckyto oxpany UCIIn
(ycTpoicTB 1 HOCUTENel HHPOpMAITUN),
IIpeAYyCMaTPUBAIOLIAasi KOHTPOJIb JOCTYIIA B IOMELICHUS
NCTIIH noCcTOpOHHUX JIHII, HATMYUE HAJICKHBIX
MPENSATCTBUN JIUI1 HECAHKIIMOHUPOBAHHOT O
nporukHoBeHus B nomemienus UCII/Ix u xpanunuiie
HocuTenel nHpopmaium;

[IpoBoauTh  MEPUOIMYECKOE  TECTUPOBAHUE
byHKIMH C3I11dn pu U3MEHEHUU
nporpaMMHoOil cpenbl U nepconana MCII[AnH ¢
MIOMOULIBI0  TECT-NPOrpamM, HMHUTHPYIOIIHUX
nonbiTku HCI;

JOJDKHBI OBITh B HAJTMYHH CPEJCTBA BOCCTAHOBJICHUS
C3I1/H, npenycMaTpUBarOILIME BEICHUE JBYX KOMHI
MIPOrPaMMHBIX CPEJICTB 3alTUTHI HH(POPMAIIUH, UX
MEPUOINIECKOE OOHOBJICHHE U KOHTPOJIb
paboTOCIIOCOOHOCTH;

[IpoBOaUTH MPOBEPKY LEIOCTHOCTH MOIYJEH
cpenctBa 3ammThl oT [IMB, HE0OX0AUMBIX ISt
€ro KOppeKTHOTO (YHKIIMOHUPOBAHUS, TIPH €TO
3arpy3ke C HCIIOJb30BAHUEM KOHTPOJIBHBIX
CyMM;

O6ecnieunTh BO3MOKHOCTh BOCCTAHOBJICHHUS CPECTBA
3amuThl oT [IMB, npenycmaTpuBaromas BeIeHUE IBYX
KOMUH IPOrpaMMHOTO CPEJICTB 3aIUThI, €T0
MepHOaNYecKoe OOHOBIIEHNE U KOHTPOIh
paboTocmnocoOHOCTH;

Peanin3oBath MEXaHU3MbI TPOBEPKH IIETOCTHOCTH
MaKkeToB OOHOBJICHUI cpecTBa 3amuThl oT [IMB ¢
WCIIOJIb30BAHUEM KOHTPOJIBHBIX CYMM;

IIpoBomute  pesepBHOe  komupoBanue IIJ[H  Ha
OTUY’KJaeMble HOCUTEIN UH(POpMAIIHH;

B noacucreMe aHTUBHPYCHOM 3aIUTHI:

ITpoBoAMTH aBTOMATUYECKYIO TPOBEPKY Ha Hainuuue BII
wnu nocnenctsuil [IIMB npu umnopre B UCIIIH Beex
IIPOrPaMMHBIX MOJyJiel (IPUKIAAHBIX IPOTPAMM),
KOTOpBIE MOTYT cofepkaTh BII, 1o ux TMnoBbIM
1a0JIOHaM ¥ C TIOMOILBIO ABPUCTHYECKOTO aHAITN3A,;




PeanuzoBath MEXaHU3MBbI ABTOMATHUYECKOTO
OsokupoBanus oOHapyskeHHbIX BII myTem ux ynanenus
U3 MIPOrPaMMHBIX MOJIyJIeH WJIM YHUUTOKEHUS;

PerynsipHO BBINOIHATH (IIpHU IEPBOM 3aIyCKE CPE/ICTB
sammtsl [1/1x ot [IMB u ¢ ycranasiuBaemoun
NEPUOANYHOCTHIO) IPOBEPKA HA IIPEAMET HATTMUUS B HUX
BII;

JloJKHa MHUIIMAPOBATHCA aBTOMATUYECKasl IPOBEPKA
NCTI/x na npeamer Hanuuus BII npu BeIsiBIEHUM
¢dakra [IMB;

Peanu3oBaTh MEXaHU3M OTKAaTa [UIsl YCTAHABIMBAEMOTO
yucina onepauuii ynanenus BII u3 onepatuBHOM nin
IIOCTOSIHHOW ITaMSITH, U3 IPOIPAMMHBIX MOJYJIEN U
IIPUKJIAJHBIX IPOTPAMM WIH IIPOTPAMMHBIX CPEICTB,
copepxkamux BII.

JononuurensHo B UCII/IH nomkeH npoBoAUTHCS
HEIPEPBIBHBIN aBTOMAaTUYECKU MOHUTOPHUHT
MH(OPMAaLIMOHHOIO0 0OMEHA C BHEILIHEH CEThIO C LIETbIO
BbIsABIEHUA BII.

Vi

Kontpons orcyrereus H/B B 110 C31

J1s mporpaMMHOT0 00eCieueHu s, UCTIOIB3YEMOTO MPH
3amute nHpopmaruu B UCIIIH (cpeacTs 3amuThl
uHpopmaiuu — C3U, B TOM 4nce ¥ BCTPOCHHBIX B
00I1eCUCTEMHOE U MPUKIIATHOE IPOTrPAMMHOE
obecrieuenue — [10), momkeH ObITh 0OecrieueH
COOTBETCTBYIOIIUN YPOBEHb KOHTPOJIA OTCYTCTBUS B HEM
H/IB (He nexnaprpoBaHHBIX BO3MOXKHOCTEH).

VII

Oo6napy:xenue Bropxennii B UCIT/Ix

OOGHapy’KeHHe BTOPKEHUHN JTOJDKHO 00eCTIeUnBaThCS
nyTeM ucnonb3oBaHus B coctaBe MCII/x
MpPOrpaMMHBIX  WJIM  MOPOrpaMMHO-aIapaTHBIX
cpencTs (cucreM) oOHapy:xeHus Brop;xkenuit (COB).

HCO6XOI[I/IMO 00s13aTeIbHOE UCITOIb30BAaHNE CHCTEMBI
06Hapy>KCHI/I$I CCTCBBIX aTaK, UCIIOJIB3YIOIIUC
CUTHATYPHBIC MCTOABI aHAJIM3a

Heo0xonnMo 00s13aTenbHOE UCIIOIB30BAHNE CUCTEMBI
OOHapYKEHHS CETEeBBIX aTak, UCTIOIL3YIOIIHE
CUTHATYPHBIC METOJIbI aHAJTN3a U METOIbI BHISIBIICHHS
aHOMaJIni

VIl

3amuta UCITIa o [IDMUH




st 06paboTky HHPOPMAITUH HEOOXOAUMO
ucnonb3oBath CBT, ynoBieTBopsroye TpeOoBaHUIM
crannaptoB Pocculickoit @eaepaiuu mno
3IEKTPOMArHUTHOM COBMECTHUMOCTH, 110 6€30MaCHOCTH
Y SPrOHOMHYECKUM TPeOOBaHUSIM K CPECTBAM
0TOOpaxeHus1 HHPOPMAIIIH, [0 CAHUTAPHBIM HOpMaM,
MPeIbSIBISIEMBIM K BUJICOIUCIIICHHBIM TEpMUHATAM
[19BM (nanpumep, 'OCT 29216 91, TOCT P 50948-
2001, 'OCT P 50949-2001, TOCT P 50923 96,
CanlluH 2.2.2.542 96).

Onenka cootBerctBus UCII/IH TpeGoBanusIM
oesomacuoctu I1/1H

[TpoBecTu 00s13aTENBHYIO CEPTUDUKALTUIO
(arrecranuio) mo TpeOOBaHUAM OE30IACHOCTH
nHpopmanuu;

JlexiiapupoBaTh COOTBETCTBHE WIIH 0053aTEIBHYIO
cepTudukanuio (aTTecTaluio) o TpedOBAHUAM
Oe3omacHoCcTH HH(pOpManuH (TI0 PEIICHUIO OIepaTopa);

onpeacisAeTCss B 3aBUCHMMOCTH OT ymep6a KOTOpBIfI MOKET OBITH HaHECEH B CJIICACTBHUU

[Ipumeuanue: ns UCII[Jn 4 kinacca nepedyeHb Meponpuatuid no 3amure [1/Ix

HCCAHKINMOHUPOBAHHOI'O WJIK HEIPCAHAMEPCHHOI'O JOCTYIIA K HI[H

JIner o3nakomienus ¢ IosmTukoit nHPOPMaMOHHOM 0€30I1aCHOCTH

Ne
n/n

(017 (0 JosxHOCTH

JlaTa

INToanuck
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AIMUHUCTPALIMA TYKOAHOBCKOI'O MYHULIUITAJIBHOI'O OKPYT'A

VIIPABJIEHUE OBPA30BAHUA

MyH#uIUaIbHOE OFOKETHOE JOITKOIBHOE
o0OpasoBartesibHOE yupexaeHue aeTcKkuii cag No 3
«Pomarika
(MBJIOY Ne 3)

ITPUKA3

14 centsiOps 2026 r. Ne J1/1409-01

O0 yrBepxnenun Ilonutukn nuHpopMannoHHON Oe30MacHOCTH
HHGOPMALMOHHBIX CHCTEM IePCOHATbHBIX JaHHBIX

B cootBercTBum ¢ TpeboBanusimu denepanbHoro 3akona ot 27 urong 2006 r. Ne 152-D3
«O mepcoHaNnbHBIX JaHHBIX» U nocTaHoBieHUs I[IpaBurenscTBa Poccuiickoit denepannu ot
1HOs16pst 2012 1. Ne 1119 «O0 yTBepkaeHUN TpeOOBaHUN K 3aIlUTE MEPCOHATBHBIX JaHHbBIX
npu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIXY,

NPUKAa3BbIBal:

1. VYrBepauts [lomutuky nHdopmMarmonHoi 6€30MacHOCTH HHPOPMALMOHHBIX CUCTEM
NEPCOHAIBHBIX JaHHBIX
2. Hosectu [lonuTuky 10 CBEIEHUS 3aMHTEPECOBAHHBIX JIULL TOCPEACTBOM PAa3MEILEHUS Ha

MH(OPMALIMOHHOM CTEHJI€ M OUILINATBLHOM caliTe YUpexaeHHUs.

3. JetvictBue [ToJMTHKU pacipoCTPaHSETCs Ha TIPABOOTHOIICHHUS, BOSHUKIITHE C
15.09.2026 rona.

4, KoHTposb 3a ucTioTHEHHEM HACTOSIIIETO TTPUKa3a OCTaBIISIO 32 COOOM.

3aBenyrommii A.B. U3b10aeBa
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